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KASPERSKY MOBILE SEC  URITY 8.0

Kaspersky Mobile Security 8.0 is designed to ensure protection of mobile devices running Symbian OS and Microsoft
Windows Mobile against malware programs, unsolicited calls and messages: The program offers the following
functionality:

Real-Time Protection of the file system of the device - interception and scan of:

¢ all incoming objects transmitted using wireless connections (IR port, Bluetooth), EMS and MMS messages,
during synchronization with the personal computer and downloading files using a browser;

o files opened on the mobile device;
e programs installed from the device's interface.

Scanning of the file system's objects on the mobile device or on the connected expansion cards by user's
demand or according to the schedule.

Reliable isolation of infected objects in the quarantine storage.

Updating of Kaspersky Mobile Security bases used to scan for malware programs and delete dangerous
objects.

Blocking unwanted incoming and outgoing SMS messages and calls.

Blocking access to or erasing user's data in case of unauthorized actions with the device, as, for instance,
theft.

Protection of the mobile device at the network level.

Protection with encryption of a folder (except system folders) in the device's memory or on the memory
expansion card (through the encrypting functions embedded in the system).

Receiving geographical coordinates of the device.

You can use the capabilities providing flexible control of the Kaspersky Mobile Security operation settings, viewing the
current protection status and the event log in which the program's actions are recorded.

The program includes a menu system and supports an easy-to-use user's interface.

Once a malware program is detected, Kaspersky Mobile Security can disinfect the infected object detected (if disinfection
is possible), delete it or place it into the Quarantine. In this case no copies of the object being deleted will be saved.

IN THIS SECTION

Obtaining information abOUL the PrOGIAIM .........eiiii ettt e e ettt e e e e e s et bbe e e e e e e e e anbeeeeeaeeeeaannbbeeeaaeeaaaas 8
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KASPERSKY MOBILE SECURITY 8.0

OBTAINING INFORMATION ABOUT THE APPLICATION

If you have any questions regarding purchasing, installing or using Kaspersky Mobile Security, answers are readily
available.

Kaspersky Lab provides various sources of information about the program. You can select the source that suits you best
depending on the importance and urgency of your question.

IN THIS SECTION

Data sources for iNdepeneNUENT FESEAITI.........ciiiiii ettt e e et e e s b e e e st e e e snre e e e nnneeas 8
Contacting the SAlES DEPAITIMENT........ccoiiiiieiiieee ettt e et e s e e e s b e e e et ee e e e asne e e e snr e e e aastr e e e ansaeeesnsneeesannneeennnes 9
Contacting the TEChNICAl SUPPOIT SEIVICE ......uviiiiee ittt e e e e ettt e e e e e e e e e e e e s et e e e e e e e s s atbbareeeeeessaaaaaeeeaeesaasstbareeaeeaans 9
Discussion of Kaspersky Lab applications in Web fOrum ... 10

DATA SOURCES FOR INDEPENDENT RESEARCH

You can view the following sources of information about the program:
e program page at the web site of Kaspersky Lab;
e program page at the web site of the Technical Support Server (in the Knowledge Base);
e online help system;

e documentation.

Application page at the web site of Kaspersky Lab.

http://www.kaspersky.com/kaspersky mobile security

Use this page to obtain general information about Kaspersky Mobile Security, its capabilities and features of
operation. You can purchase Kaspersky Mobile Security or extend license required to use it at our E-Store.

Application page at the web site of the Technical Support Server (Knowledge Base)

http://support.kaspersky.com/desktop

This page contains articles published by experts from the Technical Support Service.

The articles contain useful information, guidelines and answers to frequent questions pertaining to the purchase,
installation and use of Kaspersky Mobile Security. They are arranged in topics, such as "Work with key files",
"Database updates" or "Troubleshooting”. The articles can answer questions pertaining not only to Kaspersky Mobile
Security, but also other products of Kaspersky Lab; they can contain general news from the Technical Support
Service.

Online help system

If you have a question about a specific application window or a tab of Kaspersky Mobile Security, you can use the
context help.

In order to open the context help, open the corresponding tab and select Help.
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Documentation

The User Guide contains detailed information about the application's functions, how to work with them, includes
advices and recommendations on its configuration.

Files containing the documents in PDF format are included into the product package of Kaspersky Mobile Security.

You can also download electronic files containing these documents from Kaspersky Lab's website.

CONTACTINGTH E SALES DEPARTMENT

If you have questions regarding selecting or purchasing Kaspersky Mobile Security or extending the period of its use, you
can phone Sales Department specialists in our Central Office in Moscow at:

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00
The service is provided in Russian or English.

You can send your questions to the Sales Department to e-mail address sales@kaspersky.com.

CONTACTINGTHE TECHNICAL SUPPORT SERVICE

If you already purchased Kaspersky Mobile Security, you can obtain information about this application from the Technical
Support service by phone or via Internet.

Experts from the Technical Support Service will answer your questions regarding the installation and use of the program,
and if your device is infected, they will assist you in eliminating the consequences of malware activity.

Before contacting the Technical support service, please read the Support rules
(http://support.kaspersky.com/support/rules).

E-mailing your question to the Technical Support Service

You can forward your question to the Technical Support Service specialists by filling out a Helpdesk web form at
(http://support.kaspersky.com/helpdesk.html).

You can send your inquiry in the Russian, English, German, French or Spanish language.

In order to send an e-mail message with your question, you must indicate the Customer ID obtained during the
registration at the Technical Support service website along with your password.

If you are not yet a registered user of Kaspersky Lab's applications, you can fill out a registration form at Helpdesk web
form (https://support.kaspersky.com/personalcabinet/registration/form/). During registration enter the activation code for
your application or the license key filename.

You will receive a Technical Support service specialist's response in your Personal Cabinet
(https://support.kaspersky.com/PersonalCabinet) and at the e-mail address you specify in your inquiry.

Please describe your problem with all possible details in the help request web form. Specify in the mandatory fields:

e Prompt type. Select the topic which is the closest to the problem encountered, for example, "Product
Installation/Removal Problem" or "Anti-Virus scan/virus removal problem". If you find no suitable section, select
"General question".

e Application name and version number.

e Prompt text. Describe the problem you have encountered with as much detail as possible.
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e Customer ID and password. Enter the customer ID and password received during registration at the Technical
Support Service web site.

e E-mail address. The experts from the Technical Support Service will send their reply to your inquiry to that
address.

Technical support over the phone

If you have an urgent problem, you can call the Technical Support Service in your city. Before contacting your local
(http://support.kaspersky.com/support/support _local) or international
(http://support.kaspersky.com/support/international) technical support service, collect information
(http://support.kaspersky.com/support/details) about your device and about the anti-virus application installed on it.
This will enable our specialists to help you faster.

DISCUSSION OF KASPERSKY LAB APPLICATIONS IN WEB FORUM

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab's specialists and other users of
Kaspersky Lab's anti-virus applications in our forum located at Kaspersky Lab's web forum http://forum.kaspersky.com.

In the forum you can view existing discussions, leave your comments, create new topics, use search.

HARDWARE AND SOFTWARE REQUIREMENTS

Kaspersky Mobile Security 8.0 is designed for installation on mobile devices running one of the following operating
systems:

e Symbian OS 9.1, 9.2 and 9.3 Series 60 UL.

e  Microsoft Windows Mobile 5.0, 6.0, 6.1.

DISTRIBUTION KIT

You can purchase Kaspersky Mobile Security via Internet (the program distribution kit and documentation are provided in
the electronic form). Kaspersky Mobile Security can be also purchased in mobile communication offices. For detailed
information and the methods of purchase and the distribution kit, please contact our sales department at
sales@kaspersky.com.
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KASPERSKY MOBILE SEC  URITY FOR
SYMBIAN OS

This section contains description of the operation of Kaspersky Mobile Security 8.0 for smartphones running Symbian
version 9.1, 9.2 and 9.3 Series 60 Ul.
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INSTALLING KASPERSKY MOBILE SECURITY

® |n order to install Kaspersky Mobile Security, perform the following steps:
1. Copy the program distribution package to your smartphone. You can do it using one of the following methods:
o from the download page of Kaspersky Lab's website;
e using program Nokia PC Suite;
e using a memory expansion card.

2. Start the installation using one of the following methods:
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e using program Nokia PC Suite;

e by starting the distribution package on the device.

3. A prompt (see Figure below) will appear on the screen; select Yes to confirm the installation of the program.

£ E Installer
5

@8 Installed files
@ other

&8 sound clips
@ Video clips

- [ TNy

Install
KMS 8.0?

Figure 1: Prompt to confirm the installation

Review additional information about the program: name, version, certificates. Press Continue.

5. If the operating system's and of Kaspersky Mobile Security's language versions do not match, a corresponding
message will then be displayed on the screen. In order to proceed with the installation in English, press OK.

6. Read the License Agreement (see the Figure below). If you agree to all terms of the agreement, press OK. If
you do not agree with the terms of the License Agreement, press Cancel. Installation of Kaspersky Mobile
Security will be terminated.

-
= E Installer
¥
@ Installed files
@ Other
KMS 8.0
End User Licence Agreement
Figure 2: License Agreement
7.

Make sure that there is no other anti-virus software installed on the phone. Press OK. Kaspersky Mobile
Security will then be installed on the device.

The installed Kaspersky Mobile Security is not intended for backup and restore.
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GETTING STARTED

This section contains information on starting the program, what is required to activate it, how you should use the program
interface and set up the secret code.

IN THIS SECTION
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ACTIVATING THEPROGRA M

To start using Kaspersky Mobile Security you must activate it first. The activation procedure involves entering the
activation code and then receiving a key to be used by the program to determine your rights and the period during which
you can use the program.

You can purchase the activation code at website http://www.kaspersky.com/globalstore or from Kaspersky Lab's
distributors.

To activate Kaspersky Mobile Security on your smartphone, you must have an Internet connection configured.

Before activating the application, make sure that the devices' system date settings match the actual date and time.

In order to activate Kaspersky Mobile Security, perform the following actions:
1. Open the devicebds main menu.
2. Switch to the Applications menu.
3. Select KMS 8.0 and start the program using the Open item from the Options menu.
4. Select Enter code from the Options menu.

Kaspersky Mobile Security activation window will appear on the smartphone screen (see Figure below).
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Enter the activation code:

ABCDE

Figure 3: The program activation window

5. Enter the code into the four fields. The activation code consists of Latin alphabet characters and digits (the code
is case-insensitive). After you have entered the activation code, select Activate in the Options menu.

6. When you request an access point, select the connection type to be used to connect to the server.

The program will send an http query to Kaspersky Lab's activation server and will then download and install the
key file.

If the activation code you entered appears invalid for any reason, a corresponding message will be displayed on your
smartphone's screen.

If the key file installation is successful, information about the license will be displayed on the screen. To start using the
program press OK.

STARTING THE PROGRAM

® In order to start Kaspersky Mobile Security, perform the following actions:
1. Open the deviceds main menu.
2. Switch to the Applications menu.
3. Select KMS 8.0 and start the program using the Open item from the Options menu.

After the program is started a window with main components of Kaspersky Mobile Security (see Figure below) will be
displayed on the screen.

e Real-Time Protection i Real-Time Protection status (see section fReal-Time Protectionoon page 16).
e Last full scan i the date of the last anti-virus scan of the device (see section flOn-demand scandon page 22).

e Databases date i release date of the bases installed on the device (see section flUpdating the program baseso
on page 73).

e Anti-Spam i status of protection against unsolicited incoming messages and calls (see section fAnti-Spamoon
page 35).
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e Firewall i level of device protection against unwanted network activities (see section fFirewalloon page 66).
K
KMS 8.0 Beta
/éﬁ

@ Real-Time Protection:
0]]

A Databases date:
09/07/2008

¢ Anti-Spam:
Both lists

@ Firewall:
Off

Figure 4: The program component status window

In order to switch to the program graphic interface, press OK.

GRAPHIC INTERFACE

The program components are grouped in logical groups and their settings are provided on seven tabs:

e Anti-Virus contains settings of the Real-Time Protection, on-demand protection, program bases update and
quarantine as well as the settings of the schedule for the scan and update tasks.

e Anti-Theft contains settings used to block the device and erase information if the device is stolen or lost.
e Encryption contains settings used to protect information resident on the device using encryption.

e Anti-Spam contains the settings used to filter unwanted incoming messages and calls.

e Parental control contains settings used to block unwanted outgoing calls and messages.

e Firewall contains all settings used for the operation of the network protection of the device.

¢ Information contains general settings used for the operation of the program, information about the program and
the bases used. The tab also includes information about the license installed and the availability of its renewal.
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To navigate from one tab to another, use the joystick of the device or select the Open tab item in the Options menu (see

Figure below).
Anti-Virus
Ii

@ Scan

Select
Anti-Theft

Encryption
Current st Apgi-Spam

Help Parental control

About Firewall
Exit Information

Open tab

Figure 5: The Options menu

® |n order to return to the program components status window,

select the Current status item from the Options menu.

SECRET CODE

The secret code is used to prevent unauthorized access to the settings of Anti-Theft, Parental control and Encryption,
during the creation of Stealth SMS, for removing the program and accessing the encrypted data.

You can set up the secret code using one of the following methods:
e In the settings of the Anti-Theft, Parental control or Encryption components.

e Using item Change code in menu Settings on the Information tab.

We recommend using a secret code consisting of at least 7 digits.

®» |n order to set up the secret code on the Information tab, do the following:
1. Select the Information tab.
2. Onthe tab select Settings, then select Change code.

3. In the Enter new code entry field enter digits which will constitute your code, press OK. Then enter this code
again in the Confirm code field.

Also, if the code is not set up, you can enter it when you first access the settings of Anti-Theft, Encryption or Parental
control. Also entry field Enter new code and Confirm code will be displayed

® |n order to change the secret code, do the following:
1. Select the Information tab.

2. Onthe tab select Settings, then select Change code.
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3. Enter the current code in the Enter code entry field. Then enter new code in the Enter new code field and enter
it once again in the Confirm code entry field to confirm.

If you forgot the secret code, you will not be able to manage Kaspersky Mobile Security functions that require entering the
code and to delete the program.

VIEWING INFORMATIONA  BOUT THE PROGRAM

You can view general information about the program, its version and copyright details.
®» In order to view the information about the program,

select Information on the About tab (see Figure below).

o

About license

Satab w About the program
<

atabases?, W =8

Settings Kaspe

Log Version: 8.0.36

@ o Kaspersky Mobile Security 8.
ou ensures protection of your

smartphone against viruses,
unsolicited calls and messages,
allows blocking the device and
erase data if it was stolen or

Figure 6: Viewing information about the program

REAL -TIME PROTECTION

This section contains information about Real-Time Protection of your device, how to enable it and configure its settings.

IN THIS SECTION
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ABOUT REAL -TIME PROTECTION

Real-Time Protection is launched at the operation system startup, is permanently loaded in the device's RAM and
monitors all opened, saved or run files. Files are scanned according to the following algorithm:

1. The component intercepts each attempt of access to each file from the part of the user or a program.

2. The file is scanned for the presence of malware object. Malicious objects are detected by comparison with
program databases. The databases contain descriptions of all the malicious objects known to date and methods
for neutralizing them.

After the analysis, Kaspersky Mobile Security may take the following courses of action:

e If malicious code was detected in the file, Kaspersky Mobile Security blocks the file and performs an action
in accordance with the settings.

e If no malicious code is discovered in the file, it will be immediately restored.

Information about the results of the scan is saved to the program log (see section fProgram logsoon page 77).

ENABLING ANDDISABLIN G THE REAL -TIME PROTECTION

The program allows managing the status of the Real-Time Protection of the device against malware objects.

In order to edit the values of the settings, use the device's joystick or select the Change item in the Options menu.

By default the program uses the values of the settings recommended by Kaspersky Lab's specialists. If you wish to
restore the recommended values after you modified the settings, open the Settings window and select Restore from the
Options menu.

®» To enable Real-Time Protection, perform the following actions (see Figure below):
1. Select Settings in the Anti-Virus tab.
2. Select Real-Time Protection in the Settings window.
3. Select value On for the Protection setting.

4. Press Back to save the changes.
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Figure 7: Enabling Real-Time Protection

®» To disable Real-Time Protection, do the following:

=

Select the Settings item in the Anti-Virus tab.
2. Select Real-Time Protection in the Settings window.
3. Select value Off for the Protection setting.

4. Press Back to save the changes.

Kaspersky Lab's specialists strongly recommend that you should not disable protection because this may lead to
infecting your device with viruses and data loss.

SELECTING OBJECTS  TO BE SCANNED

You can select the type of objects to be scanned by Real-Time Protection.

In order to edit the values of the settings, use the device's joystick or select the Change item in the Options menu.

By default the program uses the values of the settings recommended by Kaspersky Lab's specialists. If you wish to
restore the recommended values after you modified the settings, open the Settings window and select Restore from the
Options menu.

®»  To select the type of objects to be scanned, perform the following actions (see Figure below):
1. Select Settings in the Anti-Virus tab.

2. Select Real-Time Protection in the Settings window.


































































































































































































































































































































































































































