
 

 

 

Kaspersky Internet Security 
2010 
 

 

USER GUIDE 

PROGRAM VERSION:  9 .0 CRITICAL FIX  2   



 

 

 

 

 

 

2  

 

 

 

 

 

Dear User!  

Thank you for choosing our product. We hope that this documentation will help you in your work and will provide answers 
to most of the questions regarding this software product. 

Any type of reproduction or distribution of any materials, including translations, is allowed only with the written permission 
of Kaspersky Lab. 

This document and graphic images related to it may be used exclusively for informational, non-commercial, and personal 
purposes. 

This document may be amended without additional notification. You can find the latest version of this document at the 
Kaspersky Lab website, at http://www.kaspersky.com/docs. 

Kaspersky Lab assumes no liability for the content, quality, relevance, or accuracy of any materials used in this document 
for which the rights are held by third parties, or for any potential damages associated with the use of such documents. 

This document involves the registered trademarks and service marks which are the property of their respective owners. 
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INTRODUCTION  

IN THIS SECTION : 
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Services provided for registered users ............................................................................................................................ 12 

Hardware and software system requirements ................................................................................................................. 12 

 
 

DISTRIBUTION KIT  

You can purchase the boxed version of Kaspersky Internet Security from our partners, or purchase it online from Internet 
shops, such as the eStore  section of http://www.kaspersky.com. 

If you buy the boxed version of the program, the package will include: 

¶ A sealed envelope with the installation CD containing the program files and documentation in PDF format. 

¶ Documentation in printed form, notably User Guide and Quick Start documents. 

¶ License Agreement (depending on the region). 

¶ Activation card containing an activation code and the application activation manual (depending on the region). 

The End-User License Agreement is a legal agreement between you and Kaspersky Lab that specifies the terms under 
which you may use the software you have purchased. 

Read the EULA through carefully! 

If you do not agree with the terms of the EULA, you can return your boxed product to the partner from whom you 
purchased it and be reimbursed the amount you paid for the program, provided that the envelope containing the 
installation disk is still sealed. 

By opening the sealed installation disk, you accept all the terms of the EULA. 
 

Before breaking the seal on the installation disk envelope, carefully read through the EULA. 

If you buy Kaspersky Internet Security from eStore, you will download the product from the Kaspersky Lab website; the 
present User Guide is included with the installation package. You will be sent an activation code by email after your 
payment has been received. 
 

http://www.kaspersky.com/
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SERVICES PROVIDED FOR  REGISTERED USERS  

Kaspersky Lab offers an extensive service package to all legally registered users, thus enabling them to boost the 
application's performance. 

After purchasing a license, you become a registered user and, during the period of your license, you will be provided with 
these services: 

¶ hourly updates to the application databases and updates to the software package; 

¶ support on issues related to the installation, configuration and use of the purchased software product. Services 
will be provided by phone or via email; 

¶ notifications about new Kaspersky Lab products and new viruses appearing worldwide. This service is available 
to users who have subscribed to Kaspersky Lab news mailing on the Technical Support Service web site 
(http://support.kaspersky.com/subscribe). 

 

Support on issues related to the performance and the use of operating systems, or other non-Kaspersky technologies, is 
not provided. 

 
 

HARDWARE AND SOFTWARE  SYSTEM REQUIREMENTS  

For a proper functioning of Kaspersky Internet Security 2010, a computer should meet the following minimum 
requirements:  

General requirements:  

¶ 375 MB free hard drive space. 

¶ CD-ROM (for installation of Kaspersky Internet Security 2010 from the installation CD). 

¶ Microsoft Internet Explorer 6.0 or higher (for updating application's databases and software modules via 
Internet). 

¶ Microsoft Windows Installer 2.0. 

 Microsoft Windows XP Home Edition (Service Pack 2), Microsoft Windows XP Professional (Service Pack 2), 
Microsoft Windows XP Professional x64 Edition: 

¶ Intel Pentium 300 MHz processor or higher (or a compatible equivalent). 

¶ 256 MB free RAM. 

 Microsoft Windows Vista Home Basic, Microsoft Windows Vista Home Premium, Microsoft Windows Vista Business, 
Microsoft Windows Vista Enterprise, Microsoft Windows Vista Ultimate: 

¶ Intel Pentium 800 MHz 32-bit (x86) / 64-bit (x64) processor or higher (or a compatible equivalent). 

¶ 512 MB free RAM. 

 Microsoft Windows 7 Home Premium, Microsoft Windows 7 Professional, Microsoft Windows 7 Ultimate: 

¶ Intel Pentium 1 GHz 32-bit (x86) / 64-bit (x64) processor or higher (or a compatible equivalent). 

¶ 1 GB free RAM (32-bit); 2 GB free RAM (64-bit). 
 

 

http://support.kaspersky.com/subscribe
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KASPERSKY INTERNET S ECURITY 2010  

Kaspersky Internet Security 2010 is the new generation of information protection solutions.  

What really sets Kaspersky Internet Security 2010 apart from other software, even from other Kaspersky Lab products, is 
the multifaceted approach to data security on the user's computer.  

IN THIS SECTION : 

Obtaining information about the application .................................................................................................................... 13 

 
 

OBTAINING INFORMATION  ABOUT THE APPLICATIO N  

If you have any questions regarding purchasing, installing or using Kaspersky Internet Security, answers are readily 
available. 

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable of them, 
with regard to the question importance and urgency. 

IN THIS SECTION : 

Sources of information to research on your own ............................................................................................................. 13 

Contacting the Sales Department .................................................................................................................................... 14 

Contacting the Technical Support service ....................................................................................................................... 14 

Discussing Kaspersky Lab applications on the web forum .............................................................................................. 15 

 
 

SOURCES OF INFORMATIO N TO RE SEARCH ON YOUR OWN  

You may refer to the following sources of information about the application: 

¶ application page at the Kaspersky Lab website; 

¶ application page at the Technical Support Service website (in the Knowledge Base); 

¶ service page of FastTrack Support; 

¶ Help system; 

¶ documentation. 

Application page at the Kaspersky Lab website  

http://www.kaspersky.com/kaspersky_internet_security 

This page will provide you with general information on the application, its features and options. 

http://www.kaspersky.com/kaspersky_internet_security
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Application page at the Technical Support Service website (Knowledge Base)  

http://support.kaspersky.com/kis2010 

On this page, you will find the articles created by Technical Support Service specialists. 

These articles contain useful information, recommendations and FAQ on purchasing, installation and use of the 
application. They are assorted by their subject, such as Managing key files, Setting database updates, or Eliminating 
operation failures. The articles may provide answers to the questions that concern not only this application but the 
other Kaspersky Lab products as well; they may also contain the news from Technical Support service. 

FastTrack Support ser vice  

On this service page, you can find the base of FAQs with answers which is updated on a regular basis. To use this 
service, you will need an Internet connection. 

To go to the service page, in the main application window click the Support  link, and in the window that will open 
click the FastTrack Support  button. 

Help system  

The application installation package includes the full and context help file that contains the information about how to 
manage the computer protection (view protection status, scan various computer areas for viruses, execute other 
tasks), and the information on each application window such as the list of its proper settings and their description, 
and the list of tasks to execute. 

To open the help file, click the Help  button in the required window, or press the <F1> key. 

Documentation  

Kaspersky Internet Security installation package includes the User Guide  document (in PDF format). This document 

contains descriptions of the application's features and options as well as main operation algorithms. 
 

CONTACTING THE SALES DEPARTMENT  

If you have questions about selecting or purchasing Kaspersky Internet Security or extending your license, please phone 
the Sales Department in our Moscow Central Office, at: 

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00 

The service languages are Russian and English. 

You can also send your questions to Sales Department specialists by email to sales@kaspersky.com. 
 

CONTACTING THE TECHNICAL SUPPORT SERVICE  

If you have already purchased Kaspersky Internet Security, you can obtain information about it from the Technical 
Support service, either over the phone or via the Internet. 

Technical Support service specialists will answer any of your questions about installing and using the application. They 
will also help you to eliminate the consequences of malware activities if your computer has been infected. 

Before contacting the Technical Support Service, please read the Support rules for Kaspersky Labôs products 
(http://support.kaspersky.com/support/rules). 

http://support.kaspersky.com/kis2010
mailto:msales@kaspersky.com
http://support.kaspersky.com/support/rules
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An email request to the Technical Support Service  

You can ask your question in Russian, English, German, French or Spanish. 

The Technical Support Service will respond to your request in your Kaspersky Account (https://my.kaspersky.com) 
and by the email you have specified in your request. 

Describe the problem you have encountered in the request web form providing as much detail as possible. Specify 
the following in the mandatory fields: 

¶ Request type . Select the subject that corresponds to the problem the most strictly, for example: Problem with 

product installation/uninstallation, or Problem with searching/eliminating viruses. If you have not found an 
appropriate topic, select "General Question". 

¶ Application name and version number . 

¶ Request text . Describe the problem you have encountered providing as much details as possible. 

¶ Customer ID and password . Enter the client number and the password you have received during the 

registration at the Technical Support service website. 

¶ Email address . The Technical Support service will send an answer to your question to this email address. 

Technical support by phone  

If you have an urgent problem you can call Technical Support service at +7 (495) 663-81-47. Before calling technical 
support specialists, please collect the information (http://support.kaspersky.com/support/details) about your computer 
and the anti-virus application on it. This will let our specialists help you more quickly. 

 

DISCUSSING K ASPERSKY LAB APPLICATIONS ON T HE WEB FORUM  

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab's specialists and other users in 
our forum at http://forum.kaspersky.com. 

In this forum you can view existing topics, leave your comments, create new topics and use the search engine. 

 

https://my.kaspersky.com/
http://support.kaspersky.com/support/details
http://forum.kaspersky.com/
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WHAT'S NEW IN KASPER SKY INTERNET 

SECURITY 2010  

Kaspersky Internet Security 2010 is a comprehensive data protection tool. The application ensures not only anti-virus 
protection but also protection against spam and network attacks. The application's components also enable users to 
protect their computers from unknown threats and phishing, and to restrict users' access to the Internet. 

The multifaceted protection covers all channels for data transfer and exchange. Flexible configuration provided for any 
component lets users completely adapt Kaspersky Internet Security to their specific needs.  

Let us take a closer look at the innovations in Kaspersky Internet Security 2010. 

The new in protection: 

¶ Kaspersky Internet Security comprises the Application Control component (see page 73) which ensures a 
comprehensible protection against any types of threats, in cooperation with Proactive Defense and Firewall. The 
component logs the actions performed by applications within the system, and manages their activities based on 
how much you can trust each of them. The component monitors access to the user's personal data and to the 
operating system's settings and objects, and prevents applications from performing dangerous actions within the 
system. 

¶ The new IM Anti-Virus component (see page 70) ensures safe operation of the majority of instant messaging 
clients. Component scans messages for the presence of malicious objects. 

¶ The component has implemented the procedure of running third-party applications in a secure virtual 
environment called Safe Run (see page 82). Running Internet browsers in a safe environment ensures security 
when viewing web resources, including the protection against malware penetrating the computer and the 
protection of user data against any unauthorized attempts of changing and deleting, as well as the possibility of 
deleting all objects accumulated during the Internet session: temporary files, cookies, history of web pages 
browsed, etc. 

¶ Kaspersky Internet Security includes the URL scanning module (see page 67) managed by Web Anti-Virus.  
This module checks if links located on the web page belong to the list of suspicious and phishing web 
addresses. This module is built in Microsoft Internet Explorer and Mozilla Firefox browsers as a plug-in. 

¶ Monitoring access to phishing websites and protection against phishing attacks are performed by scanning links 
in messages and on web pages, and also by using the database of phishing addresses when an attempt to 
access websites is detected. You can check web addresses if they are included in the list of phishing web 
addresses; this option is only available for Web Anti-Virus (see page 66), IM Anti-Virus (see page 71), and  
Anti-Spam (see page 106). 

¶ A new tool called vulnerability scan (see page 140) has been added in the list of scan tasks; it makes easy to 
detect and eliminate security threats and vulnerabilities in the applications installed on your computer and in the 
operating system's settings. 

The new in the interface: 

¶ A new approach to the protection management called My Protection (see page 20) has been implemented. 
Computer protection is ensured in three different directions: user's files and personal data, operating system 
objects and applications installed on the computer, and network activity. A specific set of Kaspersky Internet 
Security components is applied to each of the protection directions. With My Protection, the user can find out 
which component provides protection for a certain resource category, and quickly switch to editing its settings. 

¶ The new Application Control section (see page 20) provides quick access to the management of protection 
settings which help prevent applications from performing actions which may be dangerous to the system, and 
monitor access to your personal data. This section also allows running applications in a safe environment. 

¶ Wizards and Tools (see page 20), which help execute specific tasks of providing computer's security, are 
grouped in the Security+  section. 
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THE CONCEPT OF YOUR COMPUTER 

PROTECTION  

Kaspersky Internet Security protects your computer against known and unknown threats, network and intruder attacks, 
spam and other unwanted data. Each type of threat is processed by a separate application component. This structure of 
the protection system allows a flexible configuration of the application, depending on the needs of any specific, or of an 
enterprise as a whole.  

Kaspersky Internet Security comprises the following protection tools:  

¶ Protection components (see page 18) providing protection of: 

¶ files and personal data;  

¶ system; 

¶ network activity. 

¶ Virus scan tasks (see page 19) used to scan individual files, folders, drives, areas or the entire computer for 
viruses.  

¶ Update (see page 19), ensuring the up-to-date status of the internal application modules, and the databases 
used to scan for malicious programs, and to detect network attacks and spam messages. 

¶ Wizards and tools (see page 20) facilitating the execution of tasks occurring during the operation of Kaspersky 
Internet Security. 

¶ Support features (see page 21) that provide information support for working with the program and expanding its 
capabilities. 

 

IN THIS SECTION : 

Protection components .................................................................................................................................................... 18 

Virus scan tasks .............................................................................................................................................................. 19 

Update ............................................................................................................................................................................. 19 

Protection of data and online activity ............................................................................................................................... 20 

Control over applications and data access ...................................................................................................................... 20 

Wizards and Tools ........................................................................................................................................................... 20 

Support features of the program ...................................................................................................................................... 21 
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PROTECTION COMPONENTS  

The following protection components provide defense for your computer in real time: 

File Anti-Virus (see page 46) 

File Anti-Virus monitors the file system of the computer. It scans all files that can be opened, executed or saved on 
your computer and on all attached disk drives. Kaspersky Internet Security intercepts each attempt to access a file 
and scans such file for known viruses. The file can only be processed further if the file is not infected or is 
successfully treated by the application. If a file cannot be disinfected for any reason, it will be deleted, with a copy of 
the file saved in backup, or moved to quarantine.  

Mail Anti-Virus (see page 56) 

Mail Anti-Virus scans all incoming and outgoing email messages on your computer. It analyzes emails for malicious 
programs. The email is available to the addressee only if it does not contain dangerous objects. The component also 
analyzes email messages to detect phishing.  

Web Anti-Virus (see page 63)  

Web Anti-Virus intercepts and blocks scripts on websites if they pose a threat. All HTTP traffic is subject to thorough 
inspection. The component also analyzes web pages to detect phishing.  

IM Anti-Virus (see page 70) 

IM Anti-Virus ensures the safe use of Internet pagers. The component protects information that comes to your 
computer via IM protocols. IM Anti-Virus ensures safe operation of various applications for instant messaging. 

Application Control (see page 73) 

Application Control logs the actions performed by applications in the system, and manages the applications' 
activities, based on which group the component assigns them to. A set of rules is defined for each group of 
applications. These rules manage applications' access to various resources.  

Firewall (see page 87) 

Firewall ensures security for your work in local networks and on the Internet. The component filters all network 
activities using rules of two types: rules for applications and packet rules.  

Proactive Defense (see page 94) 

Proactive Defense allows to detect a new malicious program before it performs its malicious activity. The component 
is designed around monitoring and analyzing the behavior of all applications installed on your computer. Judging by 
the actions executed by an application, Kaspersky Internet Security makes a decision: is the application potentially 
dangerous or not. So your computer is protected not only from known viruses, but from new ones as well that still 
have not been discovered.  

Network Attack Blocker (see page 97) 

The Network Attack Blocker loads at the operating system startup, and tracks incoming network traffic for activities 
characteristic of network attacks. Once an attempt of computer attack is detected, Kaspersky Internet Security blocks 
any network activity of the attacking computer towards your computer.  

Anti-Spam (see page 99) 

Anti-Spam integrates into the mail client installed on your computer, and monitors all incoming email messages for 
spam. All messages containing spam are marked with a special header. The option of configuring Anti-Spam for 
spam processing (deleting automatically, moving to a special folder, etc.) is also provided. The component also 
analyzes email messages to detect phishing. 










































































































































































































































































































































































































































































































