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CHAPTER 1. THREATS TO
COMPUTER SECURITY

As information technology has rapidly developed and penetrated many aspects
of human existence, so the number and range of crimes aimed at breaching in-
formation security has grown.

Cyber criminals have shown great interest in the activities of both state structures
and commercial enterprises. They attempt to steal or disclose confidential infor-
mation, which damages business reputations, disrupts business continuity, and
may impair an organization's information resources. These acts can do extensive
damage to assets, both tangible and intangible.

It is not only big companies who are at risk, individual users can also be at-

tacked. Criminals can gain access to personal data (for instance, bank account

and credit card numbers and passwords), or cause a computer to malfunction.

Some types of attacks can give hackers complete access to a computer, which

can then be used as part of @eutdisztoattdchk e net
servers, send out spam, harvest confidential information, and spread new viruses

and Trojans.

In todaydés worl d, it is widely acknowl eddg
which should be protected. At the same time, information must be accessible to

those who legitimately require it (for instance, employees, clients and partners of

a business). Hence the need to create a comprehensive information security

system, which must take account of all possible sources of threats, whether hu-

man, man-made, or natural disasters, and use a complete array of defensive

measures, at the physical, administrative and software levels.

1.1. Sources of Threats

A person, a group of people, or phenomena unrelated to human activity can
threaten information security. Following from this, all threat sources can be put
into one of three groups:

e The human factor. This group of threats concerns the actions of
people with authorized or unauthorized access to information. Threats
in this group can be divided into:

e External, including cyber criminals, hackers, internet scams, un-
principled partners, and criminal organizations.
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e Internal, including the actions of company staff and users of home
PCs. Actions taken by this group could be deliberate or accidental.

e The technological factor. This threat group is connected with technical
problems i1 use of obsolete or poor-quality software and hardware to
process information. This can lead to equipment failure and often to da-
ta loss.

e The natural-disaster factor. This threat group includes the whole
range of events caused by nature and independent of human activity.

All three threat sources must be accounted for when developing a data security
protection system. This User Guide focuses on the area that is directly tied to
Kaspersky Lab6 s e x [ extetnal theats involving human activity.

1.2. How threats spread

As modern computer technology and communications tools develop, hackers
have more opportunities for spreading thre

The Internet

The Internet i s uni que, since it i s n o one
geographical borders. In many ways, this has promoted the development

of web resources and the exchange of information. Today, anyone can

access data on the Internet or create their own webpage.

However, these very features of the worldwide web give hackers the
ability to commit crimes on the Internet, and makes the hackers difficult to
detect and punish.

Hackers place viruses and other malicious programs on Internet sites and
disguise them as useful freeware. In addition, scripts which are run
automatically when certain web pages are loaded, may perform hostile
actions on your computer by modifying the system registry, retrieving your
personal data without your consent, and installing malicious software.

By using network technologies, hackers can attack remote PCs and
company servers. Such attacks may result in a resource being disabled or
used as part of a zombie network, and in full access being gained to a
resource and any information residing on it.

Lastly, since it became possible to use credit cards and e-money through
the Internet in online stores, auctions, and bank homepages, online
scams have become increasingly common.
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Intranet

Email

Your intranet is your internal network, specially designed for handling
information within a company or a home network. An intranet is a unified
space for storing, exchanging, and accessing information for all the
computers on the network. Therefore, if any one network host is infected,
other hosts run a significant risk of infection. To avoid such situations,
both the network perimeter and each individual computer must be
protected.

Since the overwhelming majority of computers have email client programs
installed, and since malicious programs exploit the contents of electronic
address books, conditions are usually right for spreading malicious
programs. The user of an infected host unwittingly sends infected
messages out to other recipients who in turn send out new infected
messages, etc. For example, it is common for infected file documents to
go undetected when distributed with business information via a
companybés internal emai | system.
of people are infected. It might be hundreds or thousands of company
workers, together with potentially tens of thousands of subscribers.

Beyond the threat of malicious programs lies the problem of electronic
junk email, or spam. Although not a direct threat to a computer, spam
increases the load on email servers, eats up bandwidth, clogs up the
userds mail box, and wastes worKki
harm.

Also, hackers have begun using mass mailing programs and social
engineering methods to convince users to open emails, or click on a link
to certain websites. It follows that spam filtration capabilities are valuable
for several purposes: to stop junk email; to counteract new types of online
scans, such as phishing; to stop the spread of malicious programs.

Removable storage media

Removable media (floppies, CD/DVD-ROMs, and USB flash drives) are
widely used for storing and transmitting information.

Opening a file that contains malicious code and is stored on a removable
storage device can damage data stored on the local computer and spread

Wh e n

the wvirus to the c ompthet eomguters ont thee r

network.

ho

dr
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1.3. Types of Threats

There are a vast number of threats to computer security today. This section will
review the threats that are blocked by Kaspersky Anti-Virus.

Worms

This category of malicious programs spreads itself largely by exploiting vul-
nerabilities in computer operating systems. The class was named for the
way that worms crawl from computer to computer, using networks and
email. This feature allows worms to spread themselves very rapidly.

Worms penetrate a computer, search for the network addresses of other
computers, and send a burst of self-made copies to these addresses. In ad-
dition, worms often utilize data from email client address books. Some of
these malicious programs occasionally create working files on system disks,
but they can run without any system resources except RAM.

Viruses

Viruses are programs which infect other files, adding their own code to them
to gain control of the infected files when they are opened. This simple defini-
tion explains the fundamental action performed by a virus 7 infection.

Trojans

Trojans are programs which carry out unauthorized actions on computers,
such as deleting information on drives, making the system hang, stealing
confidential information, and so on. This class of malicious program is not a
virus in the traditional sense of the word, because it does not infect other
computers or data. Trojans cannot break into computers on their own and
are spread by hackers, who disguise them as regular software. The damage
that they inflict can greatly exceed that done by traditional virus attacks.

Recently, worms have been the commonest type of malicious program damaging
computer data, followed by viruses and Trojans. Some malicious programs com-
bine features of two or even three of these classes.

Adware

Adware comprises programs which are included in software, unknown to the
user, which is designed to display advertisements. Adware is usually built in-
to software that is distributed free. The advertisement is situated in the pro-
gram interface. These programs also frequently collect personal data on the
user and send it back to their developer, change browser settings (start
page and search pages, security levels, etc.) and create traffic that the user
cannot control. This can lead to a security breach and to direct financial
losses.
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Spyware

This software collects information about a particular user or organization
without their knowledge. Spyware often escapes detection entirely. In gen-
eral, the goal of spyware is to:

. trace user actions on a computer;

e gather information on the contents of your hard drive; in such cas-
es, this usually involves scanning several directories and the sys-
tem registry to compile a list of software installed on the computer;

e gather information on the quality of the connection, bandwidth,
modem speed, etc.

Riskware

Potentially dangerous applications include software that has no malicious
features but could form part of the development environment for malicious
programs or could be used by hackers as auxiliary components for malicious
programs. This program category includes programs with backdoors and
vulnerabilities, as well as some remote administration utilities, keyboard
layout togglers, IRC clients, FTP servers, and all-purpose utilities for stop-
ping processes or hiding their operation.

Another type of malicious program that is similar to adware, spyware, and risk-
ware are programs that plug into your web browser and redirect traffic. The web
browser will open different web sites than those intended.

Jokes

Software that does not cause a host any direct harm but displays messages
that such harm has already been caused or will result under certain condi-
tions. These programs often warn the user of non-existent dangers, such as
messages that warn of formatting the hard drive (although no formatting ac-
tually takes place) or detecting viruses in uninfected files.

Rootkits

These are utilities which are used to conceal malicious activity. They mask
malicious programs to keep anti-virus programs from detecting them.
Rootkts modi fy basic functions of the
both their own existence and actions that the hacker undertakes on the in-
fected computer.

Other dangerous programs

These are programs created to, for instance, set up denial of service (DoS)
attacks on remote servers, hack into other computers, and programs that
are part of the development environment for malicious programs. These
programs include hack tools, virus builders, vulnerability scanners, pass-

compu
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word-cracking programs, and other types of programs for cracking network
resources or penetrating a system.

Kaspersky Anti-Virus uses two methods for detecting and blocking these threat

types:

Reactive: it is a method designed to search for malicious objects using
continuously updating application databases. This method requires at
least one instance of infection to add the threat signature to the data-
bases and to distribute a database update.

Proactive 7 in contrast to reactive protection, this method is based not
on anal yzing t hueon analyziegits Bebaviar m the syd
tem. This method is aimed at detecting new threats that are still not de-
fined in the signatures.

By employing both methods, Kaspersky Anti-Virus provides comprehensive pro-
tection for your computer from both known and new threats.

Warning!

From this point forward, we will use the term "virus" to refer to malicious and
dangerous programs. The type of malicious programs will only be emphasized
where necessary.

1.4.

Signs of Infection

There are a number of signs that a computer is infected. The following events
are good indicators that a computer is infected with a virus:

Unexpected messages or images appear on your screen or you hear
unusual sounds;

The CD/DVD-ROM tray opens and closes unexpectedly;
The computer arbitrarily launches a program without your assistance;

Warnings pop up on the screen about a program attempting to access
the Internet, even though you initiated no such action;

There are also several typical traits of a virus infection through email:

Friends or acquaintances tell you about messages from you that you
never sent;

Your inbox houses a large number of messages without return ad-
dresses or headers.
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It must be noted that these signs can arise from causes other than viruses. For
example, in the case of email, infected messages can be sent with your return
address but not from your computer.

There are also indirect indications that your computer is infected:

Your computer freezes or crashes frequently;

Your computer loads programs slowly;

You cannot boot up the operating system;

Files and folders disappear or their contents are distorted;
The hard drive is frequently accessed (the light blinks);

The web browser (e.g., Microsoft Internet Explorer) freezes or behaves
unexpectedly (for example, you cannot close the program window).

In 90% of cases, these indirect systems are caused by malfunctions in hardware
or software. Despite the low likelihood that these symptoms are indicative of in-
fection, a full scan of your computer is recommended (see 5.3 on pg. 50) if they
should manifest themselves.

1.5.

| f

What to do if you suspect

infection
you notice that your computer is behavi
Donét panic! This is the gol denorrul e:
tant data.

Disconnect your computer from the Internet or local network, if it is on
one.

If the computer will not boot from the hard drive (the computer displays
an error message when you turn it on), try booting in safe mode or with
the emergency Microsoft Windows boot disk that you created when you
installed the operating system.

Before doing anything else, back up your work on removable storage
media (floppy, CD/DVD, flash drive, etc.).

Install Kaspersky Anti-Virus, if you have not done so already.

Update databases and application modules (see 5.6 on pg. 52). If poss-
ible, download the updates off the Internet from a different uninfected
computer, for instrmtnerenatt caff®,i enrd 6waqgr
to use a different computer since, when you connect an infected com-
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puter to the Internet, there is a chance that the virus will send important
information to hackers or spread the virus to the addresses in your ad-
dress book. That is why if you suspect that your computer has a virus,
you should immediately disconnect from the Internet. You can also get
threat signature updates on floppy disk from Kaspersky Lab or its dis-
tributors and update your signatures using the disk.

7. Select the security level recommended by the experts at Kaspersky
Lab.

8. Start a full computer scan (see 5.3 on pg. 50).

1.6. Preventing Infection

Not even the most reliable and deliberate measures can provide 100% protection
against computer viruses and Trojans, but following such a set of rules signifi-
cantly lowers the likelihood of virus attacks and the level of potential damage.

One of the basic methods of battling viruses is, as in medicine, well-timed pre-
vention. Computer prophylactics involve a rather small number of rules that, if
complied with, can significantly lower the likelihood of being infected with a virus
and losing data.

Below is a listing of basic safety rules which, if followed, will help mitigate the risk
of virus attacks.

Rule No. 1: Use anti-virus software and Internet security programs. To do so:
e Install Kaspersky Anti-Virus as soon as possible.

e Regularly (see 5.60npg.52) update the programbs th
the event of virus outbreaks updates may occur several times a day
with application databases on Kaspersky Lab update servers updating
immediately.

e Select the security settings recommended by Kaspersky Lab for your
computer. You will be protected constantly from the moment the com-
puter is turned on, and it will be harder for viruses to infect your com-
puter.

e Select the settings for a complete scan recommended by Kaspersky
Lab, and schedule scans for at least once per week. If you have not in-
stalled Firewall, we recommend that you do so to protect your computer
when using the Internet.
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Rule No. 2: Use caution when copying new data to your computer:

Scan all removable storage drives, for example floppies, CD/DVDs, and
flash drives, for viruses before using them (see 5.5 on pg. 51).

Treat emails with caution. Do not open any files attached to emails un-
less you are certain that you were intended to receive them, even if they
were sent by people you know.

Be careful with information obtained through the Internet. If any web site
suggests that you install a new program, be certain that it has a security
certificate.

If you are copying an executable file from the Internet or local network,
be sure to scan it with Kaspersky Anti-Virus.

Use discretion when visiting web sites. Many sites are infected with
dangerous script viruses or Internet worms.

Rule No. 3: Pay close attention to information from Kaspersky Lab.

In most cases, Kaspersky Lab announces a new outbreak long before it
reaches its peak. The corresponding likelihood of infection is still low, and
you will be able to protect yourself from new infection by downloading
updated application databases.

Rule No. 4: Do not trust virus hoaxes, such as prank programs and emails about
infection threats.

Rule No. 5: Use the Microsoft Windows Update tool and regularly install Micro-
soft Windows operating system updates.

Rule No. 6: Buy legitimate copies of software from official distributors.
Rule No. 7: Limit the number of people who are allowed to use your computer.
Rule No. 8: Lower the risk of unpleasant consequences of a potential infection:

Back up data regularly. If you lose your data, the system can fairly
quickly be restored if you have backup copies. Store distribution flop-
pies, CD/DVDs, flash drives, and other storage media with software and
valuable information in a safe place.

Create a Rescue Disk (see 15.4 on pg. 171) that you can use to boot
up the computer, using a clean operating system.

Rule No. 9: Review list of software installed on your computer on a regular ba-
sis. This can be accomplished using the Install/Remove Programs service
under Control Panel or simply by viewing the contents of the Program
Files folder. You can discover software here that was installed on your com-
puter without your knowledge, for example, while you were using the Inter-
net or installing a different program. Programs like these are almost always
riskware.



CHAPTER 2. KASPERSKY ANTI -
VIRUS 7.0

Kaspersky Anti-Virus 7.0 heralds a new generation of data security products.

What really sets Kaspersky Anti-Virus 7.0 apart from other software, even from
other Kaspersky Lab products, is its multi-faceted approach to data security.

21. What 06s new in Kaspers
Virus 7.0

Kaspersky Anti-Vi rus 7.0 (henceforth reYieruoved, tor
ithe progr amppro éhcalrs tao ndeamt aa security. The p
is that it combines and noticeably improves the existing features of all the com-
panyods product s in one security solutior
against viruses. New modules offer protection from unknown threats.

You will no longer need to install several products on your computer for overall
security. It is enough simply to install Kaspersky Anti-Virus 7.0.

Comprehensive protection guards all incoming and outgoing data channels. A
flexible configuration of all application components allows for maximum customi-
zation of Kaspersky Anti-Virus to the needs of each user. Configuration of the
entire program can be done from one location.

Letds take a | ook at t he-Vmew features in |
New Protection Features

e  Kaspersky Anti-Virus protects you both from known malicious programs,
and from programs that have not yet been discovered. Proactive De-
fense (see Chapter 10 on pg. 108) is the programds ke
analyzes the behavior of applications installed on your computer, moni-
toring changes to the system registry, and fighting hidden threats. The
component uses a heuristic analyzer to detect and record various types
of malicious activity, with which actions taken by malicious programs
can be rolled back and the system can be restored to its state prior to
the malicious activity.

e File Anti-Virus technology has been improved to lower the load on the
central processor and disk subsystems and increase the speed of file
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scans using iChecker and iSwift. By operating this way, the program
rules out scanning files twice.

e The scan process now runs as a background task, enabling the user to
continue using the computer. If there is a competition for system re-
sources, the vVvirus scan wi || pra-u s e
pleted and then resumes at the point where it left off.

e Individual tasks are provided for scanning Critical Areas of the computer
and startup objects that could cause serious problems if infected and for
detecting rootkits used to hide malware on your system. You can confi-
gure these tasks to run automatically every time the system is started.

e E-mail protection from malicious programs has been significantly im-
proved. The program scans these protocols for emails containing virus-
es:

e IMAP, SMTP, POP3, regardless of which email client you use
e NNTP, regardless of the email client

e Regardless of the protocol (including MAPI and HTTP), using plug-
ins for Microsoft Office Outlook and The Bat!

e Special plug-ins are available for the most common mail clients, such as
Microsoft Office Outlook, Microsoft Outlook Express (Windows Mail),
and The Bat! that can configure mail protection from viruses directly in
the mail client.

e The user notification function (see 15.9.1 on pg. 183) has been ex-
panded for certain events that arise during program operation. You can
select the method of notification yourselves for each of these event
types: e-mails, sound notifications, pop-up messages.

e The program now has the ability to scan traffic sent over SSL protocol.

e New features included application self-defense technology, protection
from unauthorized remote access of Kaspersky Anti-Virus services, and
password protection for program settings. These features help keep
malicious programs, hackers, and unauthorized users from disabling
protection.

e The option of creating a rescue disk has been added. Using this disk,
you can restart your operating system after a virus attack and scan it for
malicious objects.

e A News Agent has been added. It is a module designed for real-time
delivery of news content from Kaspersky Lab.
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New Program Interface Features

e The new Kaspersky Anti-Virus i nt erface makes t
clear and easy to use. You can a
by using your own graphics and color schemes.

he pr
|l so ¢

e  The program regularly provides you with tips as you use it: Kaspersky
Anti-Virus displays informative messages on the level of protection and
includes a thorough Help section. A security wizard built into the appli-
cation provides a complete snapshot of a host's protection status and
allows to proceed directly to issue resolution.

New Program Update Features

e This version of the application debuts our improved update procedure:
Kaspersky Anti-Virus automatically checks the update source for update
packages. When the program detects fresh updates, it downloads them
and installs them on the computer.

e The program downloads updates incrementally, ignoring files that have
already been downloaded. This lowers the download traffic for updates
by up to 10 times.

e Updates are downloaded from the most efficient source.

e You can choose not to use a proxy server, by downloading program up-
dates from a local source. This noticeably reduces the traffic on the
proxy server.

e Arollback capability has been implemented to recover to a previous ap-
plication database version in the event of file corruption or copy errors.

e A feature has been added for distributing updates to a local folder to
give other network computers access to them to save bandwidth.

2.2. The elements of Kaspersky
Anti -Virus Defense

Kaspersky Anti-Virus protection is designed with the sources of threats in mind.
In other words, a separate program component deals with each threat, monitor-
ing it and taking the necessary action to prevent malicious effects of that threat
on the user's data. This setup makes the system flexible, with easy configuration
options for all of the components that fit the needs of a specific user or business
as a whole.
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Kaspersky Anti-Virus includes:

e Real-time protection components (see 2.2.1 on pg. 21) providing real-
time protection of all data transfer and input paths through your com-
puter.

e Virus Scan Tasks (see 2.2.2 on pg. 22) used to scan individual files,
folders, drives, or areas for viruses or to perform a full computer scan.

e Updates (see 2.2.3 on pg. 23) to assure currency of internal application
modules and databases used to scan for malware.

2.2.1. Real -Time Protection Co mponents

These protection components defend your computer in real time:
File Anti-Virus

A file system can contain viruses and other dangerous programs. Malicious
programs can remain inactive in computer file system for years after one day
being copied from a floppy disk or from the Internet, without showing them-
selves at all. But you need only act upon the infected file, and the virus is in-
stantly activated.

File Anti-virus is the componentt hat moni tors your comput
scans all files that are opened, run, and saved on your computer and any at-

tached drives. The program intercepts every attempt to access a file and

scans the file for known viruses, only making the file available to be used

further if it is not infected or is successfully disinfected by File Anti-Virus. If a

file cannot be disinfected for any reason, it will be deleted, with a copy of the

file either saved in Backup (see 15.2 on pg. 161), or moved to Quarantine

(see 15.1 on pg. 158).

Mail Anti-Virus

Email is widely used by hackers to spread malicious programs, and is one of
the most common methods of spreading worms. This makes it extremely
important to monitor all email.

The Mail Anti-Virus component scans all incoming and outgoing email on
your computer. It analyzes emails for malicious programs, only granting the
addressee access to the email if it is free of dangerous objects.

Web Anti-Virus

Opening various web sites you put your computer at risk for infection with vi-
ruses which will be installed using scripts contained in such web pages as
well as for downloading dangerous objects.
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Web Anti-Virus is specially designed to combat these risks, by intercepting
and blocking scripts on web sites if they pose a threat, and by thoroughly
monitoring all HTTP traffic.

Proactive Defense

The number of malicious programs grows daily. Such programs become
more complex combining several types of threats and modifying delivery
routes. They become ever more difficult to detect.

To detect a new malicious program before it has time to do any damage,
Kaspersky Lab has developed a special component, Proactive Defense. It is
designed to monitor and analyze the behavior of all installed programs on
your computer. Kaspersky Anti-Vi rus deci des, bas ecd
tions: is it potentially dangerous? Proactive Defense protects your computer
both from known viruses and from new ones that have yet to be discovered.

2.2.2. Virus scan tasks

In addition to constantly monitoring all potential pathways for malicious pro-
grams, it is extremely important to periodically scan your computer for viruses.
This is required to stop the spread of malicious programs not detected by real-
time protection components because of the low level of protection selected or for
other reasons.

The following tasks are provided by Kaspersky Anti-Virus to perform virus scans:
Critical Areas

Scans all critical areas of the computer for viruses. These include: system
memory, system startup objects, master boot records, Microsoft Windows
system folders. The objective is quickly to detect active viruses on the sys-
tem without starting a full computer scan.

My Computer

Scans for viruses on your computer with a through inspection of all disk
drives, memory, and files.

Startup Objects

Scans for viruses in all programs that are loaded automatically on startup,
plus RAM and boot sectors on hard drives.

Rootkit Scan

Scans the computer for rootkits that hide malicious programs in the operat-
ing system. These utilities injected into system, hiding their presence and
the presence of processes, folders, and registry keys of any malicious pro-
grams described in the configuration of the rootkit.

on
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There is also the option to create other virus-scan tasks and create a schedule
for them. For example, you can create a scan task for mailboxes once per week,
or a virus scan task for the My Documents folder.

2.2.3. Update

In order to always be ready to delete a virus or some other dangerous program,
Kaspersky Anti-Virus needs real-time support. Update is designed to do exactly
that. It is responsible for updating databases and application modules utilized by
Kaspersky Anti-Virus.

The update distribution feature enables you to save databases and program
modules retrieved from Kaspersky Lab servers to a local folder and then grant
access to them to other computers on the network to reduce Internet traffic.

2.2.4. Program tools

Kaspersky Anti-Virus includes a number of support tools, which are designed to
provide real-time software support, expanding the capabilities of the program and
assisting you as you go.

Reports and Data Files

At runtime, the application generates a report on each real-time protection
component, virus scan task, and application update. It contains information
on results and operations performed. Details on any Kaspersky Anti-Virus
component are available through the Reports feature. In the event of prob-
lems, such reports may be forwarded to Kaspersky Lab for our specialists to
take a closer look at the situation and provide assistance as soon as possi-
ble.

All suspicious objects are placed by Kaspersky Anti-Virus in a special area
known as Quarantine where they are stored in an encrypted format to pro-
tect the computer from infection. These objects may be scanned for viruses,
restored to the original location, or deleted. Objects may be placed in qua-
rantine manually. All objects found by the scan to be uninfected are auto-
matically restored to their original location.

Backup Storage holds copies of objects disinfected or deleted by the appli-
cation. These copies are created in case there is a need to restore objects
or reconstruct the course of their infection. Backups are also stored in an
encrypted format to protect the computer from infection. A backed-up object
may be restored to the original location or deleted.
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Activation

When purchasing Kaspersky Anti-Virus, you enter into a licensing agree-
ment with Kaspersky Lab which governs the use of the application as well as
your access to application database updates and Technical Support over a
specified period of time. The term of use and other information necessary for
full functionality of the program are provided in a key file.

Using the Activation feature, you can find detailed information on the key
you are using or purchase a new key.

Support

All registered Kaspersky Anti-Virus users can take advantage of our tech-
nical support service. To learn where exactly you can get technical support,
use the Support feature.

By following these links you can access the Kaspersky Lab user forum or
send feedback or an error report to Technical Support by completing a spe-
cial online form.

You will also be able to access online Technical Support, Personal Cabinet
services, and our employees will certainly always be ready to assist you with
Kaspersky Anti-Virus by phone.

2.3. Hardware and software system
requirements

For Kaspersky Anti-Virus 7.0 to run properly, your computer must meet these
minimum requirements:

General Requirements:
e 50 MB of free hard drive space

e CD/DVD-ROM drive (for installing Kaspersky Anti-Virus 7.0 from an in-
stallation CD/DVD)

e Microsoft Internet Explorer 5.5 or higher (for updating databases and
application modules through the Internet)

e  Microsoft Windows Installer 2.0

Microsoft Windows 2000 Professional (Service Pack 2 or higher), Microsoft Win-
dows XP Home Edition, Microsoft Windows XP Professional (Service Pack 2 or
higher), Microsoft Windows XP Professional x64 Edition:

e Intel Pentium 300 MHz processor or faster (or compatible)
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e 128 MB of RAM
Microsoft Windows Vista, Microsoft Windows Vista x64:

e Intel Pentium 800 MHz 32-bit (x86)/ 64-bit (x64) or faster (or compati-
ble)

e 512 MB of RAM

2.4. Software packages

You can purchase the boxed version of Kaspersky Anti-Virus from our resellers,
or download it from Internet shops, including the eStore section of
www.kaspersky.com.

If you buy the boxed version of the program, the package will include:

e A sealed envelope with an installation CD containing the program files
and documentation in PDF format

e A User Guide in printed form (if this item was included in the order) or a
Product Guide

e The program activation code, attached to the installation CD envelope

e The end-user license agreement (EULA)

Before breaking the seal on the installation disk envelope, carefully read
through the EULA.

If you buy Kaspersky Anti-Virus from an online store, you copy the product from
the Kaspersky Lab website (Downloads — Product Downloads). You can
download the User Guide from the Downloads — Documentation section.

You will be sent an activation code by email after your payment has been re-
ceived.

The End-User License Agreement is a legal agreement between you and Kas-
persky Lab that specifies the terms on which you may use the software you have
purchased.

Read the EULA through carefully.

If you do not agree with the terms of the EULA, you can return your boxed prod-
uct to the reseller from whom you purchased it and be reimbursed for the amount
you paid for the program. If you do so, the sealed envelope for the installation
disk must still be sealed.

By opening the sealed installation disk, you accept all the terms of the EULA.
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2.5.

Support for registered users

Kaspersky Lab provides its registered users with an array of services to make
Kaspersky Anti-Virus more effective.

When the program has been activated, you become a registered user and will
have the following services available until the key expires:

Hourly updates of the application databases and new versions of the
program free of charge

Consultation on questions regarding installation, configuration, and op-
eration of the program, by phone and email

Notifications on new Kaspersky Lab product releases and new viruses
(this service is provided for users that subscribe to Kaspersky Lab news
mailings on the  Technical Support  Service  website
http://support.kaspersky.com/subscribe/)

Kaspersky Lab does not provide technical support for operating system use and
operation, or for any products other than its own.
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CHAPTER 3. INSTALLING
KASPERSKY ANTI -VIRUS
7.0

There are several ways to install Kaspersky Anti-Virus 7.0 to a host:

e interactively, using the application Installation Wizard (see 3.1 on pg.
27); this mode requires user input for the install to proceed,;

e non-interactively, this type of install is performed from the command line
and does not require any user input for the install to proceed (see 3.3
on pg. 38).

Caution!

It is recommended that all running applications be closed before a Kaspersky
Anti-Virus install is attempted.

3.1. Installation procedure using the
Installation Wizard

Note:

Installing the program with an installer package downloaded from the Internet is
identical to installing it from an installation CD.

To install Kaspersky Anti-Virus to your computer, start the setup file on the prod-
uct CD.

This will attempt to locate the application install package (file with an *.msi exten-
sion) and if the package is located, you will be prompted to check for Kaspersky
Anti-Virus updates on Kaspersky Lab servers. If no install package file is found,
you will be prompted to download it. Following the download, the application in-
stall will begin. In the event that the user opts not to download, the install will
continue normally.

An installation wizard will open for the program. Each window contains a set of
buttons for navigating through the installation process. Here is a brief explanation
of their functions:




28 Kaspersky Anti-Virus 7.0

e Next i accepts an action and moves forward to the next step of installa-
tion.

e Back i goes back to the previous step of installation.
e Cancel i cancels product installation.
e Finish 1 completes the program installation procedure.

Let 6s take a closer | ook at the steps

Step 1. Checking for the necessary system conditions to in-
stall Kaspersky Anti-Virus

Before the program is installed on your computer, the installer checks your com-
puter for the operating system and service packs necessary to install Kaspersky
Anti-Virus. It also checks your computer for other necessary programs and veri-
fies that your user rights allow you to install software.

If any of these requirements is not met, the program will display a message in-
forming you of the fault. You are advised to install any necessary service packs
through Windows Update, and any other necessary programs, before installing
Kaspersky Anti-Virus.

Step 2. Installation Welcome window

If your system fully meets all requirements, an installation window will appear
when you open the installer file with information on beginning the installation of
Kaspersky Anti-Virus.

To continue installation, click the Next button. To cancel the installation, click
Cancel.

Step 3. Viewing the End-User License Agreement

The next window contains the End-User License Agreement entered into be-
tween you and Kaspersky Lab. Carefully read through it, and if you agree to all
the terms of the agreement, select | accept the terms of the License
Agreement and click the Next button. Installation will continue. To cancel the
installation, click Cancel.

Step 4. Selecting Installation Type

In this step, you are prompted to select installation type:

Quick Install. If this option is selected, Kaspersky Anti-Virus will be installed
using default settings only, as recommended by Kaspersky Lab special-
ists. At the end of the install, an activation wizard will be started (see
3.2.2 on pg. 32).

Custom Install. Under this option you will be prompted to select the applica-
tion components to be installed, the installation folder, and to activate as

of

t
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well as configure the installation using a special wizard (see 3.2 on pg.
31).

Under the former option, the install will be performed non-interactively, i. e. sub-
sequent steps described in this section will be skipped. In the latter case, you will
be required to enter or confirm certain data.

Step 5. Selecting an installation folder

The next stage of Kaspersky Anti-Virus installation determines where the pro-
gram will be installed on your computer. The default path is:

e For 32-bit systems: <Drive>\Program Files\Kaspersky Lab\Kaspersky
Anti-Virus 7.0

e For 64-bit systems: <Drive>—>Pr ogr am Fi be&aspersky8 6)
Lab — Kaspersky Anti-Virus 7.0.

You can specify a different folder by clicking the Browse button and selecting it
in the folder selection window, or by entering the path to the folder in the field
available.

Caution!

If you specify a full directory path manually, please note that it should not exceed
200 characters or contain special characters.

To continue installation, click the Next button.

Step 6. Selecting program components to install

Note
This step is not performed unless a Custom install is selected.

If you selected Custom installation, you can select the components of Kaspersky
Anti-Virus that you want to install. By default, all real-time protection and virus
scan are selected.

To select the components you want to install, left-click the icon alongside a com-
ponent name and select Will be installed on local hard drive from the menu.
You will find more information on what protection a selected component pro-
vides, and how much disk space it requires for installation, in the lower part of
the program installation window.

If you do not want to install a component, select Entire feature will be unavail-
able from the context menu. Remember that by choosing not to install a compo-
nent you deprive yourself of protection against a wide range of dangerous pro-
grams.
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After you have selected the components you want to install, click Next. To return
the list to the default programs to be installed, click Reset.

Step 7. Using Previously Saved Installation Settings

In this step, you are prompted to specify whether you wish to use previously
saved security settings or application databases if these were in fact saved when
a previous Kaspersky Anti-Virus installation was removed from your computer.

Let us look in more detail at ways to access the above functionality.

If a previous version (build) of Kaspersky Anti-Virus was installed on your com-
puter and application databases have been saved, they may be imported into the
version being installed. Check Application databases. Databases bundled
with the application will not be copied to your computer.

To use protection settings configured for a previous version and saved on your
computer, check I*| Application Runtime Settings.

Step 8. Searching for other anti-virus programs

In this stage, the installer searches for other anti-virus products installed on your
computer, including Kaspersky Lab products, which could raise compatibility
issues with Kaspersky Anti-Virus.

The installer will display on screen a list of any such programs it detects. The
program will ask you if you want to uninstall them before continuing installation.

You can select manual or automatic uninstall under the list of anti-virus applica-
tions detected.

If the list of anti-virus programs contains Kaspersky Anti-Vi r us E 6. O
mend in the event of a manual install saving the key file that it uses before delet-
ing them, as you can use it as your key for Kaspersky Anti-Virus 7.0. We also
recommend saving Quarantine and Backup objects. These objects will automat-
ically be moved to the Kaspersky Anti-Virus Quarantine and Backup and you can
continue working with them.

In the event Kaspersky Anti-Virus 6.0 is uninstalled automatically, its activation
information will be saved by the software and will be rolled over during a Version
7.0 install.

Caution!

Kaspersky Anti-Virus 7.0 supports Version 6.0 and Version 7.0 key files. Keys
used for Version 5.0 applications are not supported.

To continue installation, click the Next button.
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Step 9. Finishing Program Installation

In this stage, the program will ask you to finish installing the program on your
computer.

We do not recommend deselecting the Enable Self-Defense before installa-
tion when initially installing Kaspersky Internet Security. By enabling the protec-
tion modules, you can correctly roll back installation if errors occur while installing
the program. If you are reinstalling the program, we recommend that you dese-
lect this checkbox.

If the application is installed remotely via Windows Remote Desktop, we rec-
ommend unchecking the flag Enable Self-Defense before installation.
Otherwise the installation procedure might not complete or complete correctly.

To continue installation, click the Next button.

Caution!

Current network connections are dropped during an install involving Kaspersky
Anti-Virus components which intercept network traffic. Most dropped connections
are re-established after a period of time.

Step 10. Completing the installation procedure

The Complete Installation window contains information on finishing the Kas-
persky Anti-Virus installation process.

If installation is completed successfully, a message on the screen will advise you
to restart your computer. After restarting your system, the Kaspersky Anti-Virus
Setup Wizard will automatically launch.

If there is no need for restarting your system to complete the installation, click
Next to go on to the Setup Wizard.

3.2. Setup Wizard

The Kaspersky Anti-Virus 7.0 Setup Wizard starts once the program has finished
installation. It is designed to help you configure the initial program settings to
conform to the features and uses of your computer.

The Setup Wizard interface is designed like a standard Microsoft Windows Wi-
zard and consists of a series of steps that you can move between using the
Back and Next buttons, or complete using the Finish button. The Cancel button
will stop the Wizard at any point.
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You can skip this initial settings stage when installing the program by closing the
Wizard window. In the future, you can run it again from the program interface if
you restore the default settings for Kaspersky Anti-Virus (see 15.9.4 on pg. 189).

3.2.1. Using objects saved with Version 5.0

This wizard window appears when you install the application on top of Kaspersky
Anti-Virus 5.0. You will be asked to select what data used by version 5.0 you
want to import to version 7.0. This might include quarantined or backup files or
protection settings.

To use this data in Version 7.0, check the necessary boxes.

3.2.2. Activatingt he program

Before activating the program, make sure that the computer's system date set-
tings match the actual date and time.

The activation procedure consists in installing a key used by Kaspersky Anti-
Virus to verify the license to use the application and its expiration date.

The key contains system information neces
operate, and other information:

e  Support information (who provides program support and where you can
obtain it)

e Key name, number, and expiration date

3.2.2.1. Sele cting a program activation method

There are several options for activating the program, depending on whether you
have a key for Kaspersky Anti-Virus or need to obtain one from the Kaspersky
Lab server:

© Activate using the activation code. Select this activation option if you have
purchased the full version of the program and were provided with an activa-
tion code. Using this activation code you will obtain a key file providing
access to the applicaton 6 s f ul | functionality throuq
the license agreement.

() Activate trial version. Select this activation option if you want to install a trial
version of the program before making the decision to purchase the commer-
cial version. You will be provided with a free key with a limited trial period as
defined in the appropriate license agreement.



Installing Kaspersky Anti-Virus 7.0 33

® Apply existing key. Activate the application using the key file for Kaspersky
Anti-Virus 7.0.

® Activate later. If you choose this option, you will skip the activation stage.
Kaspersky Anti-Virus 7.0 will be installed on your computer and you will
have access to all program features except updates (you can only update
the application once after installation).

Caution!

An Internet connection is required for the first two activation options. If at the time
of installation an Internet connection is unavailable, you can perform the activa-
tion later (see Chapter 14 on pg. 155) using the application interface or connect
to the Internet from a different computer, and obtain a key using an activation
code obtained by registering on the Kaspersky Lab Technical Support web site.

3.2.2.2. Entering the activation code

To activate the program, you must enter the activation code. When the applica-
tion is purchased through the Internet, the activation code is sent to you via e-
mail. In case of purchasing the application on a physical medium, the activation
code is printed on the installation disk.

The activation code is a sequence of numbers and letters, divided by hyphens
into four groups of five symbols without spaces. For example, 11AA1-11AAA-
1AA11-1A111. Please note that the activation code must be entered in Latin cha-
racters.

If you have already registered with Kaspersky Lab at the web site of the Tech-
nical Support service and you have a customer number and password, enable
the checkbox 11 already have a Customer ID and enter that information in the
lower window part.

If you have not registered yet, press the Next button leaving the box unchecked.
Enter you client number and password at the bottom of the window if you have
gone through the Kaspersky Lab client registration procedure and have this in-
formation. Leave the fields blank if you have not registered yet. This way the
activation wizard will request your contact information and perform registration in
the next step. At the end of registration you will be assigned a client number and
a password which are required to obtain technical support. When using the acti-
vation wizard to register, the client number may be viewed in the Support sec-
tion of the application main window (see 15.10 on pg. 190).
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3.2.2.3. User Registration

This step of the activation wizard requires you to provide your contact informa-
tion: email address, city and country of residence. This information is required for
Kaspersky Lab Technical Support to identify you as a registered user.

After the information is entered, it will be sent by the activation wizard to an acti-
vation server, and you will be assigned a client ID and a password for the Per-
sonal Cabinet on the Technical Support web site. Information on client ID is
available under Support in the application main window.

3.2.2.4. Obtaining a Key File

The Setup Wizard connects to Kaspersky Lab servers and sends them your reg-
istration data (the activation code and personal information) for inspection.

If the activation code passes inspection, the Wizard receives a key file. If you
install the demo version of the program, the Setup Wizard will receive a trial key
file without an activation code.

The file obtained wildl be installedi-into
vation completed window wil!/l be displayed
the key being used.

Note

When this activation method is selected, the application does not download a
physical file with the *.key extension from a server but rather obtains certain data
that are written to the operating system registry and the file system.

User registration at the Kaspersky Lab website is required to obtain an actual
activation key.

If the activation code does not pass inspection, an information message will be
displayed on the screen. If this occurs, contact the software vendors from whom
you purchased the program for more information.

3.2.2.5. Selecting a Key File

If you have a key file for Kaspersky Anti-Virus 7.0, the Wizard will ask if you want
to install it. If you do, use the Browse button and select the file path for the file
with the .key extension in the file selection window.

Following successful key installation, current key information will be displayed at
the bottom of the window: owner name, key code, key type (commercial, for beta
testing, trial, etc.), and expiration date.
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3.2.2.6. Completing program activation

The Setup Wizard will inform you that the program has been successfully acti-
vated. It will also display information on the license key installed: owner name,
key code, key type (commercial, for beta testing, trial, etc.), and expiration date.

3.2.3. Selecting a security mo de

In this window, the Settings Wizard asks you to select the security mode that the
program will operated with:

Basic. This is the default setting and is designed for users, who do not have ex-
tensive experience with computers or anti-virus software. It implies that ap-
plication components are set to their recommended security level and that
the user is informed only of dangerous events (such as, detection of a mali-
cious object, dangerous activity).

Interactive. This mode provides more customized defense of your comput er

data than Basic mode. It can trace attempts to alter system settings, suspi-

cious activity in the system, and unauthorized activity on the network.

All of the activities listed above could be signs of malicious programs or

standard activity for some of the programs you use on your computer. You

will have to decide for each separate case whether those activities should be

allowed or blocked.

If you choose this mode, specify when it should be used:

Enable system registry monitoring i ask for user decision if at-
tempts to alter system registry keys are detected.

If the application is installed on a computer running Microsoft Windows
XP Professional x64 Edition, Microsoft Windows Vista or Microsoft
Windows Vista x64, the interactive mode settings listed below will not
be available.

Enable Application Integrity Control i prompt user to confirm ac-
tions taken when modules are loaded into applications being moni-
tored.

Enable extended proactive defense i enable analysis of all suspi-
cious activity in the system, including opening browser with com-
mand line settings, loading into program processes, and window
hooks (these settings are disabled by default).



36 Kaspersky Anti-Virus 7.0

3.2.4. Configuring update settings

Your computerds security depends dir
modules on a regular basis. In this window, the Setup Wizard asks you to select
a mode for program updates, and to configure a schedule.

® Automatically. Kaspersky Anti-Virus checks the update source for update
packages at specified intervals. Scans can be set to be more frequent during
virus outbreaks and less so when they are over. When the program detects
fresh updates, it downloads them and installs them on the computer. This is
the default setting.

® Every 1 day(s). Updates will run automatically according to the schedule
created. You can configure the schedule by clicking Change.

® Manually. If you choose this option, you will run program updates yourself.

Note that databases and program modules included with the software may be
outdated by the time you install the program. That is why we recommend down-
loading the latest program updates. To do so, click Update now. Then Kas-
persky Anti-Virus will download the necessary updates from the update servers
and will install them on your computer.

To configure updates (select update source, run updates under a specified login,
or activate update download to a local source), click the Settings button.

3.2.5. Configuring a virus sca n schedule

Scanning selected areas of your computer for malicious objects is one of the key
steps in protecting your computer.

When you install Kaspersky Anti-Virus, three default virus scan tasks are
created. In this window, the Setup Wizard asks you to choose a scan task set-
ting:

Scan startup objects

Kaspersky Anti-Virus scans startup objects automatically when it is started
by default. You can edit the schedule settings in another window by clicking
Change.

Scan critical areas

To automatically scan critical areas of your computer (system memory, Star-
tup objects, boot sectors, Microsoft Windows system folders) for viruses,
check the appropriate box. You can configure the schedule by clicking
Change.

The default setting for this automatic scan is disabled.

ectly
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Full computer scan

For a full virus scan of your computer to run automatically, check the appro-
priate box. You can configure the schedule by clicking Change.

The default setting, for scheduled running of this task, is disabled. However,
we recommend running a full virus scan of your computer immediately after
installing the program.

3.2.6. Restricting program access

Since several people with different levels of computer literacy might use a per-
sonal computer, and since malicious programs can disable protection, you have
the option of password-protecting access to Kaspersky Anti-Virus. Using a
password can protect the program from unauthorized attempts to disable protect-
ing or change settings.

To enable password protection, check Enable password protection and
complete the New password and Confirm fields.

Select the area below that you want password protection to apply to:

@ Al operations (except notifications of dangerous events). Request pass-
word if the user attempts any action with the program, except for responses
to notifications on detection of dangerous objects.

® selected operations:

Modifying program settings i request password when a user attempts
to save changes to program settings.

Exiting the program T request password if a user attempts to exit the
program.

Stopping/Pausing Protection Components and Virus Scan Tasks 1
request password when a user attempts to pause or completely shut
down a real-time protection component or a virus scan task.

3.2.7. Application Integrity Control

In this stage, the Kaspersky Anti-Virus wizard will analyze the applications in-
stalled on your computer (dynamic library files, digital manufacture signatures),
count application checksum files, and create a list of programs that can be
trusted from a virus security perspective. For example, this list will automatically
include all applications digitally signed by Microsoft.
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In the future, Kaspersky Anti-Virus will use information obtained while analyzing
application structure to prevent malicious code from being imbedded in applica-
tion modules.

Analyzing the applications installed on your computer may take some time.

3.2.8. Finishing the Setup Wizard

The last window of the Wizard will ask if you want to restart your computer to
complete the program installation. You must restart for Kaspersky Anti-Virus
drivers to register.

You can wait to restart, but if you do, some of the program's protection compo-
nents will not work.

3.3. Installing the program from the
command prompt

To install Kaspersky Anti-Virus, enter this at the command prompt:
msiexec /i <package_name>

The Installation Wizard will start (see 3.1 on pg. 27). Once the program is in-
stalled, you must restart the computer.

To install the application non-interactively (without running the Installation Wi-
zard), enter:

msiexec /i <package_name> /gn



CHAPTER 4. PROGRAM
INTERFACE

Kaspersky Anti-Virus has a straightforward, user-friendly interface. This chapter
will discuss its basic features:

e Icon in the taskbar notification area (see 4.1 on pg. 39)
e Context menu (see 4.2 on pg. 40)

e Main window (see 4.3 on pg. 41)

e  Program settings window (see 4.4 on pg. 45)

In addition to the main program interface, there are plug-ins for the following ap-
plications:

e  Microsoft Office Outlook (see 8.2.2 on pg. 92)

e The Bat! (see 8.2.3 on pg. 93)

e Microsoft Internet Explorer (see Chapter 9 on pg. 99)
e  Microsoft Windows Explorer (see 11.2 on pg. 126)

The plug-ins extend the functionality of these programs by making Kaspersky
Anti-Virus management and settings possible from their interfaces.

4.1. lcon in the taskbar notification
area

As soon as you install Kaspersky Anti-Virus, its icon will appear in the taskbar
notification area.

The icon is an indicator for Kaspersky Anti-Virus functions. It reflects the protec-
tion status and shows a number of basic functions performed by the program.

If the icon is active P& (color), the full protection or some of its components are
running. If the icon is inactive M (black and white), all protection has been dis-
abled (see 2.2.1 on pg. 21) are paused.

The Kaspersky Anti-Virus icon changes in relation to the operation being per-
formed:
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Byl

Emails are being scanned.

N

Scripts are being scanned.

ﬁ; A file that you or some program is opening, saving, or running is being
scanned.

lg Kaspersky Anti-Virus databases and program modules are being up-
dated.

S  Computer needs to reboot to apply updates.
P4, An error has occurred in some Kaspersky Anti-Virus component.

The icon also provides access to the basics of the program interface: the context
menu (see 4.2 on pg. 40) and the main window (see 4.3 on pg. 41).

To open the context menu, right-click on the program icon.

To open the Kaspersky Anti-Virus main window at the Protection section (this is
the default first screen when you open the program), double-click the program
icon. If you single-click the icon, the main window will open at the section that
was active when you last closed it.

|
If news from Kaspersky Lab are available, the following icon —% will appear in the
taskbar notification area. Double click the icon to view the news in the resulting
window.

4.2. The context menu

You can perform basic protection tasks from the context menu (see Figure 1).
The Kaspersky Anti-Virus menu contains the following items:

Scan My Computer i launches a complete scan of your computer for dan-
gerous objects. The files on all drives, including removable storage me-
dia, will be scanned.

Virus Scan i select objects and start virus scan. The default list contains a
number of files, such as the My Documents folder, the Startup folder,
mailboxes, all the drives on your computer, etc. You can add to the list,
select files to be scanned, and start virus scans.

Update 1 start Kaspersky Anti-Virus, module, and database updates and in-
stall updates on your computer.
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Activate 1 activate the program. You must activate your version of Kas-
persky Anti-Virus to obtain registered user status which provides access
to the full functionality of the application and Technical Support. This
menu item is only available if the program is not activated.

Settings T view and configure settings for Kaspersky Anti-Virus.

Open Kaspersky Anti-Virus i open the main program window (see 4.3 on
pg. 41).

Pause Protection / Resume Protection i temporarily disable or enable
real-time protection components (see 2.2.1 on pg. 21). This menu item
does not affect program updates or virus scan tasks.

About the program - calls up a window with info about Kaspersky Anti-

Virus.
Exit i close Kaspersky Anti-Virus (when this option is selected, the applica-
tion wild.l be unl oaded from the comput e

Scan My Compuker
Virus scan...
Update

Setkings...
Open Kaspersky Anti-¥irus

Pause Protection
About the progran ...

Exit
Figure 1. The context menu

If a virus search task is running, the context menu will display its name with a
percentage progress meter. By selecting the task, you can open the report win-
dow to view current performance results.

4.3. Main program window

The Kaspersky Anti-Virus main window (see Figure 2) can be logically divided
into three parts:

e upperpart of window indicates youa comp
tus.

There are three possible protection states (see 5.1 on pg. 47) each with
its own color code much like a traffic light. Green indicates that your
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computer is properly protected while yellow and red are indications of
various problems in Kaspersky Anti-Virus configuration or operation.

To obtain detailed troubleshooting information and speedy problem res-
olution, use the Security Wizard which opens when the security threat
notification link is clicked.

[ Kaspersky Anti-Virus 7.0

Kaspersky " Security alert
AI'“I-UII'US Self Defense is disabled
i
Protection
File Anti-Yirus
p - \/ Kaspersky Anti-Yirus provides complex computer probection
Mail Anti-Virus

against viruses, spyware and other malicious programs.
Web Anti-Yirus

Proactive Defense

Protection of your computer: running

Disable | Pause | Settings

Epurs and data
=% Scan My Computer is running {25%)
E vation Scanned: &238
Estimated completion kime: 13.11,2007 15:24:57

Disable | Pause | Details...

= Update databases
Databases release date: 13.11,2007 12:21:00
Status: databases are up ko date
Configure | Rollback ko the previous datsbases

ﬁ Help | & Settings l

Figure 2. Kaspersky Anti-Virus main window

e Navigation Pane (left part of window): provides fast and easy access to
any component, virus scan task execution, updates, application support
functionality;

e the right part of the window, the information panel, contains information
on the protection component selected in the left part of the window and
displays settings for each of them, giving you tools to carry out virus
scans, work with quarantined files and backup copies, manage license
keys, and so on.

After selecting a section or component in the left part of the window, you will find
information in the right-hand part that matches your selection.

We wi || now examine the el ements in
greater detail.
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Main Window Section

Purpose

(G —
File Anti-virus
Mail Anti-yirus
Wweb Anti-Yirus

Proactive Defense

The primary purpose of the Protection
section is to provide access to your com-
put er 6s itiraesprotection earipo-
nents.

To view the status of a protection compo-
nent or its modules, to configure its settings
or open a relevant report, select this com-
ponent from the list under Protection.

This section also contains links that provide
access to the most common tasks: virus
scan and application database updates.
You can view information on the status of
these tasks, configure them, or run them.

%_
Critical areas
My Compuker

Startup objects
Rootkit scan

The Scan section provides access to virus
scan tasks for objects. It shows tasks
created by Kaspersky Lab experts, (virus
scan of critical areas, startup objects, full
computer scan, rootkit scan), as well as
user tasks.

When a task is selected from the right
pane, relevant task information is provided,
task settings may be configured, a list of
objects to be scanned is generated, or the
task is run.

To scan a single object (file, folder, or
drive), select Scan, use the right pane to
add the object to the list to be scanned,
and run the task.

In addition, this section may be used to
create a recovery disk (see 15.4 on pg.
171).
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The Update section contains information
on application updates: database publica-
tion date and virus signature record count.

Appropriate links may be used to start an
update, view a detailed report, configure
updates, and roll an update back to a pre-
vious version.

rts and data files

Reports and data files may be used to
view a detailed report on any application
component, a virus scan or update task
(see 15.3 on pg. 163), and work with ob-
jects placed in quarantine (see 15.1 on pg.
158) or backup storage (see 15.2 on pg.
161).

The Activation section is used to handle
keys required for the applications to be fully
functional (see Chapter 14 on pg. 155).

If a key is not installed, it is recommended
that it be purchased without delay and that
the application be activated (see 3.2.2 on

pg. 32).

If a key is installed, this section shows in-
formation on the type of key used and its
expiration date. Once a current key ex-
pires, it may be renewed at the Kaspersky
Lab website.

The Support section provides information
on Technical Support available to Kas-
persky Anti-Virus registered users.

Each element of the navigation panel is accompanied by a special context menu.
The menu contains points for the protection components that help the user quick-
ly configure them, manage them, and view reports. There is an additional menu
item for virus scan tasks that allows you to create your own task, by modifying a

copy of an existing task.

You can change the appearance of the program by creating and using your own

graphics and color schemes.
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The lower left-hand side of the window houses two buttons: Help, which provides
access to the Kaspersky Anti-Virus help system, and Settings, which opens the
application settings window.

4.4. Program settings window

You can open the Kaspersky Anti-Virus settings window from the main window
(see 4.3 on pg. 41) or the application context menu (see 4.2 on pg. 40). Click on
Settings in the lower section of the main window or select the appropriate option
in the application context menu.

The settings window (see Figure 3) is similar in layout to the main window:

e the left part of the window gives you quick and easy access to the set-
tings for each application component, update, virus search task, and
application setting;

e the right part of the window contains a detailed list of settings for the
item selected in the left part of the window.

When you select any section, component, or task in the left part of the settings
window, the right part will display its basic settings. To configure advanced set-
tings, you can open second and third level settings windows. You can find a de-
tailed description of program settings in the sections of the user guide.
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Settings: Kaspersky Anti-Virus

File Anki-irus
Mail Anti-wirus
‘Web Anki-Wirus
Proactive Defense
=) 5can
Critical areas
My Computer
Startup objects
Rootkit scan
Threats and exclusions
Update
Prowy server
Traffic monitoring
Reports and data files
Setvice
Appearance

@ Protecktion

Enable protection

Additional

Enable Advanced Disinfection technology
Disable scheduled scans while running on battery power
Concede resources to other applications

Compatibility

[ Compatikility with application self-defense
Changes ka this setking will take effect after restarting

compuker.

[ o

] [ Close ] Apply

Figure 3. Kaspersky Anti-Virus settings window



CHAPTER 5. GETTING STARTED

One of Kaspersky Labds mai n-Vojuswads®pro-n cr e
vide optimum configuration for each of t
possible for a user with any level of computer literacy to quickly protect their

computer straight after installation.

However, configuration details for your computer, or the jobs you use it for, can
have their own specific requirements. That is why we recommend performing a
preliminary configuration to achieve the most flexible, personalized protection of
your computer.

To make getting started easier, we have combined all the preliminary configura-

tion stages in one Setup Wizard (see 3.2 on pg. 31) that starts as soon as the
program is installed. By following the Wi
program, configure settings for updates and virus scans and password-protect

access to the program.

After installing and starting the program, we recommend that you take the follow-
ing steps:

e Check the current protection status (see 5.1 on pg. 47) to make sure
that Kaspersky Anti-Virus is running at the appropriate level.

e Update the program (see 5.6 on pg. 52) if the Settings Wizard did not
do so automatically after installing the program.

e Scan the computer (see 5.3 on pg. 50) for viruses.

51. What i s the computero
protection status?

Your computer's protection status is a graphic representation of whether there
are threats to the overall security of the system at any given moment in time. For
the purposes of this document, threats include both malware and outdated appli-
cation databases, deactivation of some protection components, use of minimal
application settings, etc.

Protection status is displayed at the top of the application main window and is
color coded like a traffic light. Depending on the situation, the color motif of the
top section of the window will change, and in the event of security threats the
color will be supplemented by information messages implemented as links to the
Security Wizard.
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The following color codes are used to show protection status:

e Application Main Window is green. This status is an indication that your
computer is properly protected.

Which means that the databases have been updated in a timely man-
ner, all protection components are activated, the application is running
with the settings recommended by Kaspersky Lab specialists, no mali-
cious objects were discovered by a full computer scan, or such mali-
cious objects were disabled.

e Application Main Window is yellow. Your computer's protection level is
lower than previously. This protection status is indicative of certain prob-
lems with the application or application settings.

There are, for example, certain small deviations from the recommended
mode of operation, application databases have not been updated for
several days.

e Application Main Window is red. This status points to problems that
could lead to your computer being infected and to data loss. For exam-
ple, one or more protection components have failed, the product has not
been updated in a long time or malicious objects have been discovered
and urgently need to be disabled, the product has not been activated.

If there are problems in the protection system, we recommend fixing them imme-
diately. Use the Security Wizard which will be accessed by clicking the notifica-
tion of security threats. The security wizard will help you look through all the cur-
rent threats in order and will take you to the appropriate place to remove them.
The criticality of the threat is depicted by the color of the indicator:

- the indicator is directing your attention to non-critical threats that may,
however, lower the overall protection level on your computer. Please pay
heed to the recommendations from Kaspersky Lab specialists.

®. . . .

“=- the indicator is showing that there are serious threats to your computer's
security. Please carefully follow the recommendations below. They are all
aimed at better protecting your computer. The recommended actions are
given as links.

To browse the list of existing threats, click the Next button. A detailed description
is given of each threat and the following courses of action are available:

e Eliminate threat immediately. By using the corresponding links, you can
directly eliminate the threat. For in-depth information on events related
to this threat, you can view the report file. The recommended action is
immediately eliminating the threat.
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e Postpone threat elimination. If for any reason you cannot immediately
eliminate the threat, you can postpone that action and come back to it
later. To do so, use the Postpone link.

Note that this option is not available for serious threats. Such threats in-
clude, for example, malicious objects that cannot be disinfected, crash-
es in components, or corrupted program database files.

If you still have threats left after you have finished the Security Wizard, a remind-
er will appear in the upper part of the main window telling you that you need to
eliminate them. If you open the Security Wizard again, the postponed threats will
not be on the list of active threats. However, you can still come back to view and
eliminate postponed threats by clicking the View threats with postponed deci-
sions link in the final window of the wizard.

5.2. Verifying the Status of Each
Individual Protection
Component

To view the current status of any individual real-time protection component, open
the application main window and select the desired component under Protec-
tion. Summary information on the selected component will be shown on the
right.

Component status is the most important indicator:

e <component name>: running i protection provided by the component in
question is at the desired level.

e <component name>: Pause i component is disabled for a period of
time. Component will restart automatically after the specified period of
time or after the application is restarted. Component may be activated
manually. Click Resume operation.

e <component name>: stopped i the component has been stopped by
the user. Protection can be re-enabled by clicking Enable.

e <component name>: not running i protection provided by the compo-
nent in question is not available for some reason.

e <component nhame>: disabled (error) i component exited following and
error.

If a component encounters an error, try restarting it. If restart should re-
sult in an error, review the component report which might contain the
reason for the failure. If you are unable to troubleshoot the issue on



50 Kaspersky Anti-Virus 7.0

your own, save the component report to a file using Action Y Save As
and contact Kaspersky Lab Technical Support.

Component status may be followed by information on settings being used by the
component (such as, security level, action to be applied to dangerous objects). If
a component consists of more than one module, module status is displayed:
enabled or disabled. To edit current component settings, click Configure.

In addition, certain component runtime statistics are displayed. To view a de-
tailed report click on Open report.

If for some reason a component is paused or stopped at a given moment in time,
its results at the time of deactivation may be viewed by clicking Open last start

report.

5.3. How to scan your computer for
viruses

After installation, the application will without fail inform you with a special notice
in the lower left-hand part of the application window that the computer has not
yet been scanned and will recommend that you scan it for viruses immediately.

Kaspersky Anti-Virus includes a task for a computer virus scan located in the
Scansection of the programbs main window.

Selecting the My Computer task will display task settings: current security level,
action to take with respect to malicious objects. A report of the latest scan is also
available.

To scan your computer for malicious programs,

1. Select the My Computer task under Scan in the application main win-
dow.

2. Click the Start Scan link.

As a result, the program will start scanning your computer, and the details will be
shown in a special window. When you click the Close button, the window with
information about installation progress will be hidden; this will not stop the scan.
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5.4. How to scan critical areas of
the computer

There are areas on your computer that are critical from a security perspective.
These are the targets of malicious programs aimed at damaging your operating
system, processor, memory, etc.

It is extremely important to protect these critical areas so that your computer
keeps running. There is a special virus scan task for these areas, which is lo-
cated in the progr aBoarsseatiami n wi ndow in the

Selecting the Critical Areas will display task settings: current security level, the
action to be applied to malicious objects. Here you can also select which critical
areas you want to scan, and immediately scan those areas.

To scan critical areas of your computer for malicious programs,

1. Select the Critical Areas task under Scan in the application main win-
dow.

2. Click the Start Scan link.

When you do this, a scan of the selected areas will begin, and the details will be
shown in a special window. When you click the Close button, the window with
information about installation progress will be hidden. This will not stop the scan.

5.5. How to scan a file, folder or disk
for viruses

There are situations when it is necessary to scan individual objects for viruses
but not the entire computer. For example, one of the hard drives, on which your
programs and games, e-mail databases brought home from work, and archived
files that came with e-mail are located, etc. You can select an object for scan
with the standard tools of the Microsoft Windows operating system (for example,
in the Explorer program window or on your Desktop, etc.).

To scan an object,

Place the cursor over the name of the selected object, open the
Microsoft Windows context menu by right-clicking, and select Scan for
viruses (see Figure 4).
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Open
Run as...
Wiew Dependencies

PL Scan For Wiruses
Send To r

Cuk
Copy
Create Sharkout

Delete
Rename

Properties

Figure 4. Scanning an object selected using
a standard Microsoft Windows context-sensitive menu

A scan of the selected object will then begin, and the details will be shown in a
special window. When you click the Close button, the window with information
about installation progress will be hidden. This will not stop the scan.

5.6. How to update the program

Kaspersky Lab updates databases and modules for Kaspersky Anti-Virus using
dedicated update servers.

Kasper sky L ab 6 sareuheKaspeeky $ab intermat sites where the
program updates are stored.

Warning!
You will need a connection to the Internet to update Kaspersky Anti-Virus.

By default, Kaspersky Anti-Virus automatically checks for updates on the Kas-
persky Lab servers. If the server has the latest updates, Kaspersky Anti-Virus will
download and install them in the silent mode.

To update Kaspersky Anti-Virus manually,
1. Select the Update section in the application main window.

2. Click on Update databases.
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As a result, Kaspersky Anti-Virus will begin the update process, and display the
details of the process in a special window.

5.7. What to do if protection is not
running

If problems or errors arise in the performance of any protection component, be
sure to check its status. If the component status is not running or running (sub-
system malfunction), try restarting the program.

If the problem is not solved after restarting the program, we recommend correct-
ing potential errors using the application restore feature (see Chapter 17 on pg.
208).

If the application restore procedure does not help, contact Kaspersky Lab Tech-
nical Support. You may need to save a report on component operation to file
and send it to Technical Support for further study.

To save component report to file:

1. Select component under Protection in the application main window and
click on Open Report (component currently running) or Open Last Start
Report (component disabled).

2. In the report window, click Actions Y Save as and in the window that
opens, specify the name of the file in which the report will be saved.



CHAPTER 6. PROTECTION
MANAGEMENT SYSTEM

This section provides information on configuring common application settings
used by all real-time protection components and tasks as well as information on
creating protection scopes and lists of threats to be handled by the application
and a list of trusted objects to be overlooked by protection:

e management of real-time protection (see 6.1 on pg. 54);
e utilization of Advanced Disinfection Technology (see 6.2 on pg. 58);
e running tasks on a portable computer (see 6.3 on pg. 58);

e cooperation of Kaspersky Anti-Virus with other applications (see 6.4on
pg. 59);

e compatibility of Kaspersky Anti-Virus with self-defense features of other
application (see 6.5 on pg. 59);

e list of threats (see 6.2 on pg. 58) protection from which will be provided
by the application;

e list of trusted objects (see 6.9 on pg. 64) which will be overlooked by
protection.

6.1. Stopping and resuming real -time
protection on your computer

By default, Kaspersky Anti-Virus boots at startup and protects your computer the
entire time you are using it. The words Kaspersky Anti-Virus 7.0 in the upper
right-hand corner of the screen let you know this. All real-time protection com-
ponents (see 2.2.1 on pg. 21) are running.

You can fully or partially disable the protection provided by Kaspersky Anti-Virus.

Warning!

Kaspersky Lab strongly recommend that you not disable real-time protection,
since this could lead to an infection on your computer and consequent data
loss.
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Note that in this case protection is discussed in the context of the protection
components. Disabling or pausing protection components does not affect the
performance of virus scan tasks or program updates.

6.1.1. Pausing protection

Pausing real-time protection means temporarily disabling all the protection com-
ponents that monitor the files on your computer, incoming and outgoing email,
executable scripts and application behavior.

To pause a computer real-time protection:

1. Select Pause protectioni n t he progr amoébssed4dlomt ext
pg. 40).

2. In the Pause protection window that opens (see Figure 5), select how
soon you want protection to resume:

e In <time interval> i protection will be enabled this amount of time
later. To select a time value, use the drop-down menu.

e At next program restart i protection will resume if you open the
program from the Start Menu or after you restart your computer
(provided the program is set to start automatically on startup (see
15.11 on pg. 192).

e By user request only i protection will stop until you start it yourself.
To enable protection, select Resume protection from the pro-
gramods tmenwn t e x

If you pause protection, all real-time protection components will be paused. This
is indicated by:

e Inactive (gray) names of the disabled components in the Protection
section of the main window.

e Inactive (gray) icon in the taskbar notification area.
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-

Protection will be suspended.
Enable protection again:

+  [EETR— ]

Protection will be suspended; it will be
resumed automatically in 1 minute,

=) AL next program restart

Pratection will be suspended until application
restart,

=} By user request only

Pratection will be suspended until the user
enables it again,

@

Figure 5. Pause protection window

6.1.2. Stopping protection

Stopping protection means fully disabling your real-time protection components.
Virus scans and updates continue to work in this mode.

If protection is stopped, it can be only be resumed by the user: protection com-
ponents will not automatically resume after system or program restarts. Remem-
ber that if Kaspersky Anti-Virus is somehow in conflict with other programs in-
stalled on your computer, you can pause individual components or create an
exclusion list (see 6.9 on pg. 64).

To stop all real-time protection:
1. Open the application settings window and select Protection.
2. Uncheck *] Enable protection.

Once protection is disabled, all protection components will stop. This is indicated
by:

e Inactive (gray) names of the disabled components in the Protection
section of the main window.

e Inactive (gray) icon in the taskbar notification area.
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6.1.3. Pausing / Stopping Individual
Protection Components

There are several ways to stop a protection component. Before doing so, you are
strongly advised to establish why you need to stop it. It is likely that the problem
can be solved in another way, for example, by changing the security level. If, for
example, you are working with a database that you are sure does not contain
viruses, simply add its files as an exclusion (see 6.9 on pg. 64).

To pause an individual protection component:

Open the application main window, select component under Protection and
click Pause.

Component status will change to paused. The component will be paused un-
til the application is restarted or until the component is reactivated by clicking
Resume operation.

When you pause the component, statistics for the current Kaspersky Anti-
Virus session are saved and will continue to be recorded after the compo-
nent is updated.

To stop an individual protection component:

Open the application main window, select component under Protection and
click Stop.

Component status will then change to disabled while component name un-
der Protection will become inactive (grayed out). Protection offered by the
component in question will be disabled until re-enabled by clicking Enable.

Any protection component may also be shut down from the application set-
tings window. Open the settings window, select component under Protec-

tion, and uncheck *1 Enable <component name>.

When a protection component is disabled, all the statistics from previous
work are cleared and when the component is started they are recorded over.

Individualpr ot ecti on components are als-o dis:
time protection is stopped (see 6.1.2 on pg. 56).

6.1.4. Restoring protection on your
computer

If at some point you paused or stopped real-time protection on your computer,
you can resume it using one of the following methods:
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e  From the context menu.
To do so, select Resume protection.
e Fromt he programbés main window

Select the Protection section in the left-hand side of the main window
and click Enable Protection.

The protection status immediately changes to running. T h e p ricongirtlkemé s
taskbar notification area becomes active (color).

6.2. Advanced Disinfection
Technology

Advanced malware can infiltrate the lowest levels of the operating system which
makes them practically impossible to remove. When an active threat is discov-
ered on the system, Kaspersky Anti-Virus 7.0 suggests a special extended disin-
fection procedure which will disable and remove the threat from the computer.

Once the procedure is complete, the computer will have to be restarted. It is rec-
ommended that a full virus scan be initiated after the computer is restarted. To
engage the Advanced Disinfection procedure, open the application settings win-
dow, select Protection, and check Enable Advanced Disinfection technol-
ogy (see Figure 6).

Additional
Enable Advanced Disinfection technology
Disable scheduled scans while running on battery power

Concede resources ko other applications

Figure 6. Configuring common settings

6.3. Running Application on a
Portable Computer

Virus scan tasks may be postponed to save battery on a portable computer.

Since scanning a computer for viruses and updating the program frequently re-
quires significant resources and time, we recommend that such tasks be sche-
duled. This will allow you to save battery life. You will be able to update the ap-
plication (see 5.6 on pg. 52) or run a virus scan (see 5.3 on pg. 50) manually, as
needed. To save battery life, open the application settings window, select Pro-
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tection, and check Disable scheduled scans while running on battery
power under Additional (see Figure 6).

6.4. Runtime Computer Performance

To limit CPU and storage subsystem loads, virus scan tasks may be postponed.

Scanning for viruses increases CPU and storage subsystem loads thereby slow-
ing other programs down. If this should happen, the application will suspend vi-
rus scanning by default and make resources available for user applications.

However, there are a number of programs which start execution as CPU re-
sources become available and run in the background. To make virus scans inde-
pendent of such programs, open the application settings window, select Protec-

tion, and check *1 Concede resources to other applications under Addition-
al (see Figure 6).

It should be noted that this setting may be configured for each individual virus
scan task. The individual task setting will have higher priority.

6.5. Troubleshooting Kaspersky Anti -
Virus Co mpatibility with Other
Applications

Running Kaspersky Anti-Virus may sometimes create conflicts with other in-
stalled applications. This is related to these applications being equipped with a
built-in self-defense mechanism which is triggered by Kaspersky Anti-Virus at-
tempting to integrate with them. These applications include the Authenticate plu-
gin for Adobe Reader, which verifies access to pdf documents, Oxygen Phone
Manager Il for cell phone management as well as certain tamper-proof games.

To resolve this issue, open the application settings window, select Protection,
and check ¥ Compatibility with application self-defense under Compatibili-
ty (see Figure 7). The operating system must be rebooted for these changes to
take effect.

Compatibility
[] Compatibility with application self-defense

Changes to this setting will take effect after reskarting
compuker,

Figure 7. Configuring Compatibility Settings
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Caution!

If the application is installed on a computer running Microsoft Windows Vista or
Microsoft Windows Vista x64, resolution of compatibility issued for other applica-
t i o n s-id tarbperiplodf mechanisms is not supported.

6.6. Running Virus Scans and
Updates as Another User

Kaspersky Anti-Virus 7.0 has a feature that can start scan tasks under another
user profile (impersonation). This feature is by default disabled, and tasks are run
as the current user.

The feature is useful if for example, you need access rights to a certain object
during a scan. By using this feature, you can configure tasks to run under a user
that has the necessary privileges.

Program updates may be made from a source to which you do not have access
(for example, the network update folder) or authorized user rights for a proxy
server. You can use this feature to run the Updater with another profile that has
those rights.

To configure a scan task to run as a different user:
1. Open application settings window and select the task under Scan.

2. Click on Customize under Security Level and open the Additional
tab in the resulting dialog.

To configure an update task to run as another user
1. Open application settings window and select Update.

2. Click on Configure under Update Settings and open the Additional
tab in the resulting dialog (see Figure 8).

To enable this feature, check Run this task as. Enter the data for the login
that you want to start the task as below: user name and password.

Please note that unless the Run As capability is used, scheduled updates will run
as the current user. In the event that no one is logged into the system and the
Run As feature is not configured, a scheduled update will run as SYSTEM.
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Fun this kask as

Account: Administrator]

PEISSWI:II’Ij: L L Ll LY}

Figure 8. Configuring an update task from another profile

6.7. Configuring Scheduled Tasks
and Notification S

Scheduling configuration is the same for virus scan tasks, application updates,
and Kaspersky Anti-Virus runtime messages.

By default, the virus scan tasks created at application install are disabled. The
only exception is a scan of startup objects which is run every time Kaspersky
Anti-Virus is started. Updates are configured to occur automatically by default as
updates become available on Kaspersky Lab update servers.

In the event that you are not satisfied with these settings, you may reconfigure
the scheduling.

The primary value to define is the frequency of an event (task execution or notifi-
cation). Select the desired option under Frequency (see Figure 9). Then, update
settings for the selected option must be specified under Update Settings. The
following selection is available:

® At a specified time. Run task or send notification on the specified date and
at the specified time.

® At application startup. Run task or send notification every time Kaspersky
Anti-Virus is started. A time delay to run the task after the application is
started may also be specified .

(& After each update. Task is run after each application database update (this
option only applies to virus scan tasks).

® Minutely. Time interval between task runs or notifications is several minutes.
Set time interval in minutes under schedule settings. It should not exceed 59
minutes.

) Hours. Interval between task runs and notifications is several hours. If this
option is selected, specify the time interval under schedule settings: Every N
hours and set N. For hourly runs, for example, specify Every 1 hours.
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[5 Schedule: Update

Frequency

| Days

achedule settings

) Every weekday
) Every weekend

=P

Run kask if skippad

& Help Ok ] [ Cancel

Figure 9. Creating Task Execution Schedule

® Days. Tasks will be started or notifications sent every few days. Specify the
interval length in the schedule settings:

e Select Every N days and specify N, if you wish to keep an interval
of a certain number of days.

e Select Every weekday, if you wish to run tasks daily Monday
through Friday.

e Select Every weekend to run tasks on Saturdays and Sundays on-
ly.

Use the Time field to specify what time of day the scan task will be
run.

(&) Weeks. Tasks will be run or notifications sent on certain days of the week. If
this frequency is selected, check the days of the week the tasks will be run
under schedule settings. Use the Time field to set the time.

® Monthly. Tasks will be started or notifications sent once a month at a speci-
fied time.

If a task cannot run for some reason (an email program is not installed, for ex-
ample, or the computer was shut down at the time), the task can be configured to
run automatically as soon as it becomes possible. Check Run Task if
Skipped in the schedule window.
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6.8. Types of Malware to Monitor

Kaspersky Anti-Virus protects you from various types of malicious programs.
Regardless of your settings, the program always protects your computer from the
most dangerous types of malware such as viruses, trojans, and hack tools.
These programs can do significant damage to your computer. To make your
computer more secure, you can expand the list of threats that the program will
detect by making it monitor additional types of dangerous programs.

To choose what malicious programs Kaspersky Anti-Virus will protect you from,
select the application settings window and select Threats and exclusions (see
Figure 10).

The Malware categories box contains threat types (see 1.3 on pg. 12):

Viruses, worms, Trojans, hack tools. This group combines the most com-
mon and dangerous categories of malicious programs. This is the minimum
admissible security level. Per recommendations of Kaspersky Lab experts,
Kaspersky Anti-Virus always monitors this category of malicious programs.

Spyware, adware, dialers. This group includes potentially dangerous soft-
ware that may inconvenience the user or incur serious damage.

Potentially dangerous software (riskware). This group includes programs
that are not malicious or dangerous. However, under certain circumstances
they could be used to cause harm to your computer.

The groups listed above comprise the full range of threats which the program
detects when scanning objects.

If all groups are selected, Kaspersky Anti-Virus provides the fullest possible anti-
virus protection for your computer. If the second and third groups are disabled,
the program will only protect you from the commonest malicious programs. This
does not include potentially dangerous programs and others that could be in-
stalled on your computer and could damage your files, steal your money, or take
up your time.

Kaspersky Lab does not recommend disabling monitoring for the second group.
If a situation arises when Kaspersky Anti-Virus classifies a program that you do
not consider dangerous as a potentially dangerous program, we recommend
creating an exclusion for it (see 6.9 on pg. 64).

To select the types of malware to monitor,

open the application settings window and select Threats and exclusions.
Configuration is performed under Malware categories (see Figure 10).
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Malware cakegories

Spyware, adware, dialers
[ ] Potentially dangerous software (riskware)

I understand that some leqal programs can be classified as
potentially dangerous software and want them to be
recoqnized as a threat on this computer,

Figure 10. Selecting Threats to Monitor

6.9. Creating a trusted zone

A trusted zone is a list of objects created by the user, that Kaspersky Anti-Virus
does not monitor. In other words, it is a set of programs excluded from protec-
tion.

The user creates a trusted zone based on the properties of the files he uses and
the programs installed on his computer. You might need to create such an exclu-
sion list if, for example, Kaspersky Anti-Virus blocks access to an object or pro-
gram and you are sure that the file or program is absolutely safe.

You can exclude files of certain formats from the scan, use a file mask, or ex-
clude a certain area (for example, a folder or a program), program processes, or
objects according to Virus Encyclopedia threat type classification (the status that
the program assigns to objects during a scan).

Note!

Excluded objects are not subject to scans when the disk or folder where they are
located are scanned. However, if you select that object in particular, the exclu-
sion rule will not apply.

To create an exclusion list

1. Open the application settings window and select the Threats and ex-
clusions section (see Figure 10).

2. Click the Trusted Zone button under Exclusions.

3. Configure exclusion rules for objects and create a list of trusted applica-
tions in the window that opens (see Figure 11).
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Exclusion masks | Trusted applications

Object Threat type Comment | Add...
C:\Documents an... *

< | ¥

Fule description {click underlined parameters to edit):

Cibject will not be scanned if the Following conditions are met:
Obiject: CHiDocuments and Settingsiall UsersiDeskbop,
Component: selected bask File Anti-iirus

& Help a4 ] | Cancel

Figure 11. Creating a trusted zone

6.9.1. Exclusion rules

Exclusion rules are sets of conditions that Kaspersky Anti-Virus uses to deter-
mine not to scan an object.

You can exclude files of certain formats from the scan, use a file mask, or ex-
clude a certain area, such as a folder or a program, program processes, or ob-
jects according to their Virus Encyclopedia threat type classification.

The Threat type is the status that Kaspersky Anti-Virus assigns to an object dur-
ing the scan. A verdict is based on the classification of malicious and potentially
dangerous programs found in the Kaspersky Lab Virus Encyclopedia.

Potentially dangerous software does not have a malicious function but can be
used as an auxiliary component for a malicious code, since it contains holes and
errors. This category includes, for example, remote administration programs, IRC
clients, FTP servers, all-purpose utilities for stopping or hiding processes, key-
loggers, password macros, autodialers, etc. These programs are not classified
as viruses. They can be divided into several types, e.g. Adware, Jokes, Risk-
ware, etc. (for more information on potentially dangerous programs detected by
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Kaspersky Anti-Virus, see the Virus Encyclopedia at www.viruslist.com). After the
scan, these programs may be blocked. Since several of them are very common,
you have the option of excluding them from the scan. To do so, you must add
threat name or mask to the trusted zone using the Virus Encyclopedia classifica-
tion.

For example, imagine you use a Remote Administrator program frequently in
your work. This is a remote access system with which you can work from a re-
mote computer. Kaspersky Anti-Virus views this sort of application activity as
potentially dangerous and may block it. To keep the application from being
blocked, you must create an exclusion rule that specifies not-a-
virus:RemoteAdmin.Win32.RAdmin.22 as a threat type.

When you add an exclusion, a rule is created that several program components
(File Anti-Virus, Mail Anti-Virus, Proactive Defense, Web Anti-Virus) and virus
scan tasks can later use. You can create exclusion rules in a special window that
you can open from the program settings window, from the notice about detecting
the object, and from the report window.

To add exclusions on the Exclusion Masks tab:

1. Click on the Add button in the Exclusion Masks window (see Figure
11).

2. In the window that opens (see Figure 12), click the exclusion type in the
Properties section:

Object i exclusion of a certain object, directory, or files that match a
certain mask from scan.

Threat type T excluding an object from the scan based on its status
from the Virus Encyclopedia classification.

If you check both boxes at once, a rule will be created for that object
with a certain status according to Virus Encyclopedia threat type classi-
fication. In such case, the following rules apply:

e If you specify a certain file as the Object and a certain status in the
Threat type section, the file specified will only be excluded if it is
classified as the threat selected during the scan.

e If you select an area or folder as the Object and the status (or ver-
dict mask) as the Threat type, then objects with that status will only
be excluded when that area or folder is scanned.


http://www.viruslist.com/
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[ Exclusion mask

Properties: Object
1 Threat bype

Comment:

Rule description {click underlined parameters to edit):
Object will nok be scanned iF the Folloving conditions are met;

Cibject: CDocuments and Settingstal UsersiDeskbopy

Component: selecked task File Anti-Yirus

& Help QK J I Cancel

Figure 12. Creating an exclusion rule

3. Assign values to the selected exclusion types. To do so, left-click in the
Rule description section on the specify link located next to the exclu-
sion type:

For the Object type, enter its name in the window that opens (this
can be a file, a particular folder, or a file mask (see A.2 on pg.
216). Check Include subfolders for the object (file, file mask,
folder) to be recursively excluded from the scan. For example, if
you assign C:\Program Files\winword.exe as an exclusion and
checked the subfolder option, the file winword.exe will be excluded
from the scan if found in any C:\Program Files subfolders.

Enter the full name of the threat that you want to exclude from
scans as given in the Virus Encyclopedia or use a mask (see A.3
on pg. 216) for the Threat type.

For some threat type, you can assign advanced conditions for ap-
plying rules in the Advanced settings field. In most cases, this
field is filled in automatically when you add an exclusion rule from a
Proactive Defense notification.

You can add advanced settings for the following threats, among
others:

o Invader (injects into program processes). For this threat, you
can give a name, mask, or complete path to the object being
injected into (for example, a .dll file) as an additional exclusion
condition.
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4.

o Launching Internet Browser. For this threat, you can list
browser open settings as additional exclusion settings.
For example, you blocked browsers from opening with certain
settings in the Proactive Defense application activity analysis.
However, you want to allow the browser to open for the domain
www.kasperky.com with a link from Microsoft Office Outlook as
an exclusion rule. To do so, select Microsoft Office Outlook as
Object and Launching Internet Browser as the Threat Type,
and enter an allowed domain mask in the Advanced settings
field.

Define which Kaspersky Anti-Virus components will use this rule. If any
is selected as the value, this rule will apply to all components. If you
want to restrict the rule to one or several components, click on any,
which will change to selected. In the window that opens, check the box-
es for the components that you want this exclusion rule to apply to.

File contains Riskware and cannot be disinfected
Details. ..

Riskware:
not-a-virus:RemoteAdmin. Win32.RAdmin....

File:
Diysroikaspersky Anki-yirus 6.0, \raddre dll

=3 Delete

File will be deleted. The copy of the File will be
mowed to backup,

= Skip
Atternpk of access ko will be blocked. File will
not be changed or deleted,

= Add to trusted zone
An exclusion rule For the file will be created.

7 apply ko &l

Figure 13. Dangerous object detection notification

To create an exclusion rule from a program notice stating that it has detected a
dangerous object:

1.

Use the Add to trusted zone link in the notification window (see Figure
13).
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2. In the window that opens, be sure that all the exclusion rule settings
match your needs. The program will fill in the object name and threat
type automatically, based on information from the notification. To create
the rule, click OK.

To create an exclusion rule from the report window:
1. Select the object in the report that you want to add to the exclusions.

2. Open the context menu and select Add to trusted zone (see Figure
14).

3. The exclusion settings window will then open. Be sure that all the exclu-
sion rule settings match your needs. The program will fill in the object
name and threat type automatically based on the information from the
report. To create the rule, click OK.

Protection : running

Threats have been detected!

Total scanned: 18837 Start time: 16.05.2007 14:19:43
Detected: 51 Duration: 03:08:25
Untreated: 50

Attacks blocked: a

Detected | Events | Reports | Quaranting | Backup

Skatus Object -
@ detected: virus EICAR-Test-File (mod™ T USP-Eicar? . com
Disinfect
@ detected: virus EICAR-Test-File icarl.com
Delete

LISP-Eicarl.com
WARMN-Eicarl.com

@ detected: virus EICAR-Test-File (mod
@ detected: virus EICAR-Test-File (mod

Add to Trusk

Go ko file

@ detected: virus EICAR-Test-File ) (URE-Eicarl.com
N y Delete From the list X
@ detected: virus EICAR-Test-File 'ELE-Eicarl.com
@ detected: virus EICAR-Test-Fil Meutralize all icarz.com
@ detected: virus EICAR-Test-File (mod|  Discard al USP-Eicarz,com
@ detected: virus EICAR-Test-File {mod K o ¥ARMN-Eicar2,com
@ detected: virus EICAR-Test-File View on Wi SISt COM | o i ar2.com
@ detected: virus EICAR-Test-File Search.., 'ELE-Eicarz.com
@ detected: virus EICAR-Test-File Select all icard.com
@ detected: virus EICAR-Test-File (mod|  Copy USP-Eicar3.com
@ detected: virus EICAR-Test-File (mod WARN-Eicat3,com
@ detected: virus EICAR-Test-File Allreports IURE-Eicar3.com 2
?.. e e s - .
Show neutralized objects Save As... [ Actions... ] [ Meutralize all ]
& Help [ Pause ] [ Stop ] [ Close ]

Figure 14. Creating an exclusion rule from a report
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6.9.2. Trusted applications

Kaspersky Anti-Virus provides the capability to create a list of trusted applica-
tions whose activity, suspicious or otherwise, or file, network, and system registry
access, is not monitored.

For example, you feel that objects and processes used by Microsoft Windows
Notepad are safe and do not need to be scanned. To exclude objects used by
this process from scanning, add Notepad to the trusted applications list. Howev-
er, the executable file and the trusted application process will be scanned for
viruses as before. To fully exclude the application from scanning, you must use
exclusion rules (see 6.9.1 on pg. 65).

In addition, some actions classified as dangerous are perfectly normal features
for a number of programs. For example, keyboard layout toggling programs regu-
larly intercept text entered on your keyboard. To accommodate such programs
and stop monitoring their activity, you are advised to add them to the trusted ap-
plication list.

Excluding trusted applications can also solve potential compatibility conflicts be-
tween Kaspersky Anti-Virus and other applications (for example, network traffic
from another computer that has already been scanned by the anti-virus applica-
tion) and can boost computer productivity, which is especially important when
using server applications.

By default, Kaspersky Anti-Virus scans objects opened, run, or saved by any
program process and monitors the activity of all programs and the network traffic
they create.

You can create a list of trusted applications on the special Trusted Applications
tab (see Figure 15). The default list created at install time contains trusted appli-
cations whose activity is not scanned as recommended by Kaspersky Lab. If you
do not trust an application on the list, deselect the corresponding checkbox. You
can edit the list using the Add, Edit, and Delete buttons on the right.

To add a program to the trusted application list:

1. Click the Add button on the right-hand side of the Trusted Applica-
tions tab.

2. In the Trusted Application window (see Figure 16) that opens, select
the application using the Browse button. A context menu will open, and
by clicking Browse you can go to the file selection window and select
the path to the executable file, or by clicking Applications you can go
to a list of applications currently running and select them as necessary.

When you select a program, Kaspersky Anti-Virus records the internal
attributes of the executable file and uses them to identify the trusted
program during scans.



Protection management system

The file path is inserted automatically when you select its name.

Trusted zone

Exclusion masks

E 9hSystemP oot %\ system32isvchost, exe
3 “ProgramFiles: i Messengerimsmsgs . exe

Add
&9 =uProgramFilese:iMSN MessengerMsnisgr,Exe

Delete

Rule description {click underlined parameters to edit):
Do niot scan encrypted nebwork braffic
at any remoke host
and at any remote park

& Help oF ] [ Cancel

Figure 15. Trusted application list

Trusted application

Application:

Browse. ..

Properties: [] mo not scan opened files

|:| Do niok restrict application activity
|:| Do ok restrick regiskry access

Do not scan network: braffic

Rule description (click underlined parameters to edit):
Do nok scan encrypbed nekwaork braffic
at any remote host
and at any remote port

& Help I oK ] [ Cancel

Figure 16. Adding an application to the trusted list
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3. Specify which actions performed by this process will not be monitored:

Do not scan opened files i excludes from the scan all files that
the trusted application process.

Do not restrict application activity i excludes from Proactive De-
fense monitoring any activity, suspicious or otherwise, that the
trusted application performs.

Do not restrict registry access 1 excludes from scanning any ac-
cesses of the system registry initiated by the trusted application.

Do not scan network traffic i excludes from scans for viruses
any network traffic initiated by the trusted application. You can
exclude alll the applicationés
(SSL) from the scan. To do so, click the all link. It will change to
encrypted. In addition you can restrict the exclusion by assigning
a remote host/port. To create a restriction, click any, which will
change to selected, and enter a value for the remote port/host.

net w



CHAPTER 7. FILE ANTI -VIRUS

The Kaspersky Anti-Virus component that protect your computer files against
infection is called File Anti-Virus. It loads when you start your operating system,
runs in your computerdés RAM, and scans

The componentédés activity i s -Virusdoncimmthee d

taskbar notification area, which looks like this ¥ whenever a file is being
scanned.

By default, File Anti-Virus only scans new or modified files, i. e. files that have
been added or modified since last access. Files are scanned with the following
algorithm:

1. The component intercepts attempts by users or programs to access any
file.

2. FileAnti-Vi rus scans the i Checker E and
tion on the file intercepted. A decision is made whether to scan the file
based on the information retrieved.

The scanning process includes the following steps:

1. The file is analyzed for viruses. Malicious objects are detected by com-
parison with the application databases, which contain descriptions of all
malicious programs and threats known to date, with methods for neutra-
lizing them.

2. After the analysis, there are three available courses of action:

a. If malicious code is revealed in a file, File Anti-Virus blocks it
and attempts its disinfection. After successful disinfection the
file becomes accessible for further operations with it. If
disinfection fails, the application deletes it. When a file is
disinfected or deleted, Anti-Virus places a copy of that file in
Backup.

b. If the Anti-Virus detects in a file unknown code that resembles
malware but there is no absolute certainty about that, such file
will be placed in special storage i Quarantine. Later you can
try disinfecting it with updated databases.

c. If no malicious code is discovered in the file, it is immediately
restored.

al

by

Swi
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7.1. Selecting a file security level

File Anti-Virus protects files that you are using at one of the following levels (see
Figure 17):

e Maximum Protection i the level with the most comprehensive monitor-
ing of files opened, saved, or run.

¢ Recommended i Kaspersky Lab recommends this settings level. It will
scan the following object categories:

e Programs and files by contents
e New objects and objects modified since the last scan
e Embedded OLE objects

e High Speed i level with settings that let you comfortably use applica-
tions that require significant system resources, since the scope of files
scanned is reduced.

Security Level

Recommended
- Ciptimal prokection
L - Appropriate For most users

Customize, ..

Figure 17. File Anti-Virus security level

The default setting for File Anti-Virus is Recommended.

You can raise or lower the protection level for files you use by either selecting the
level you want, or changing the settings for the current level.

To change the security level:

Adjust the sliders. By adjusting the security level, you define the ratio of
scan speed to the total number of files scanned: the fewer files are
scanned for viruses, the higher the scan speed.

If none of the set file security levels meet your needs, you can customize and the
protection settings. To do so, select the level that is closest to what you need as
a starting point and edit its settings. This will change the name of the security
level to Custom. Let us look at an example when preconfigured security level
settings may need to be modified.
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Example:

The work you do on your computer uses a large number of file types, and
some the files may be fairly large. You would not want to run the risk of
skipping any files in the scan because of the size or extension, even if this
would somewhat affect the productivity of your computer.

Tip for selecting a level:

Based on the source data, one can conclude that you have a fairly high risk
of being infected by a malicious program. The size and type of the files be-
ing handled is quite varied and skipping them in the scan would put your da-
ta at risk. You want to scan the files you use by contents, not by extension.

You are advised to start with the Recommended security level and make
the following changes: remove the restriction on scanned file sizes and op-
timize File Anti-Virus operation by only scanning new and modified files.
Then the scan will not take up as many system resources so you can com-
fortably use other applications.

To modify the settings for a security level:

1. Open the application settings window and select File Anti-Virus under
Protection.

2. Click on Customize under Security Level (see Figure 17).

3. Edit file protection parameters in the resulting window and click OK.

7.2. Configuring File Anti -Virus

Your settings determine how File Anti-Virus will defend your computer. The set-
tings can be broken down into the following groups:

e Settings that define what file types (see 7.2.1 on pg. 76) are to be
scanned for viruses

e  Settings that define the scope of protection (see 7.2.2 on pg. 78)

e Settings that define how the program responds to dangerous objects
(see 7.2.6 on pg. 84)

e Settings defining the use of heuristic methods (see 7.2.4 on pg. 82)
e Additional File Anti-Virus settings (see 7.2.3 on pg. 80)

The following sections will examine these groups in detail.
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7.2.1. Defining the file types to be scanned

When you select file types to be scanned, you establish what file formats, sizes,
and what drives will be scanned for viruses when opened, executed, or saved.

To make configuration easier, all files are divided into two groups: simple and
compound. Simple files, for example, .txt files, do not contain any objects. Com-
pound objects can include several objects, each of which may in turn contain
other objects. There are many examples: archives, files containing macros,
spreadsheets, emails with attachments, etc.

The file types scanned are defined in the File types section (see Figure 18).
Select one of the three options:

) scan all files. With this option selected, all file system objects that are
opened, run, or saved will be scanned without exceptions.

® scan programs and documents (by content). If you select this group of
files, File Anti-Virus will only scan potentially infected files T files that a virus
could imbed itself in.

Note:

There are a number of file formats that have a fairly low risk of having
malicious code injected into them and subsequently being activated. An
example would be .txt files.

And vice versa, there are file formats that contain or can contain execut-
able code. Examples would be the formats .exe, .dll, or .doc. The risk of
injection and activation of malicious code in such files is fairly high.

Before searching for viruses in a file, its internal header is analyzed for the
file format (txt, doc, exe, etc.). If the analysis shows that the file format
cannot be infected, it is not scanned for viruses and is immediately returned
to the user. If the file format can be infected, the file is scanned for viruses.

® scan programs and documents (by extension). If you select this option,
File Anti-Virus will only scan potentially infected files, but the file format will
be determined by the fi | etersiondifksyouecant en s i ¢
review a list of file extensions (see A.1 on pg. 213) that are scanned with this
option.
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Figure 18. Selecting the file types scanned for viruses

Tip:

Do not forget that someone could send a virus to your computer with an exten-
sion (e.g. .txt) that is actually an executable file renamed as a .txt file. If you
select Scan programs and documents (by extension), the scan would
skip such a file. If ® scan programs and documents (by content) is se-
lected, the extension is ignored, and analysis of the file headers will uncover

that the file is an .exe file. File Anti-Virus would thoroughly scan the file for vi-
ruses.

In the Productivity section, you can specify that only new files and those that

have been modified since the previous scan should be scanned for viruses. This

mode noticeably reduces scan time and i nc
speed. To select this mode, check Scan new and changed files only. This

mode applies to both simple and compound files.

In the Compound Files section, specify which compound files to scan for virus-
es:



